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Information Security Newsletter Series: How to Write and Use Good Passwords

Passwords: Your First Line of Defense

Password protecting your computer is the best way to ensure that only those with permission can access your computer. However, this line of security is only effective if you use passwords that are difficult to guess or “crack” and that are changed on a regular basis. Use the following simple rules for writing and using passwords to make your computer more secure.

The Dos and Don’ts of Passwords

DO: 

Use 6 or more characters when writing your password.

Use at least one character that is not a letter, such as a punctuation mark or a number, and use upper and lower case characters.

Change your password on a regular basis.

Create a password you can remember and do not have to write down.

Use different passwords for different programs.

DON’T:

Use your login, your name, your maiden name, your spouse's name, your children's names or your pets’ names in any form as your password. 

Use publicly accessible information about yourself, such as social security number, license numbers, phone numbers, address, birthdays, etc. 

Use a word found in a dictionary of any language.

Use all numbers or all the same letter.

Use the “Remember Password” function on mail or website browsers. 

Helpful Hints

Choose a line or two from a song or poem and use the first letter of each word. For example, “It is the East, and Juliet is the Sun'' becomes “1stE,aJitS.'' 

Choose two short words and put them together with a punctuation character, such as “tree;sun,'' “car+fork,'' “red?fly.''

Use numbers in place of letters when writing your password. For example, if you wanted to use the name of your favorite science officer on Star Trek, write it as “Mr.5p0ck” instead. 

Summary

The purpose of using a password is to make it as difficult as possible for an intruder to access your information, leaving him no choice but to perform a brute-force attack on your password, trying every possible combination of letters, numbers, and punctuation. A search of this sort, even if using password-cracking software on a machine that could try one hundred passwords per second, would require, on the average, over one hundred years to complete, but if you don’t use the suggestions listed here your password could be discovered in a matter of moments. Finally, remember that the best way to keep people from finding out your password is to not write it down or tell it to anyone. A password is only as good as the person who creates it and uses it.
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