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Information Security Newsletter Series: Introduction to Information Security

The Importance of Information Security

What is information security?  We can think of information security as the prevention and detection of unauthorized use of a computer or information system. Many people do not think that information security should concern them; they see it as something involving foreign spies breaking into government computers in order to get weapon plans or even a curious kid looking for class grades. 

Although you may not think of your computer as something carrying vital information, you still don’t want strangers reading your email or sending emails in your name, checking your credit rating, or finding a way to use your own computer to store illegal materials or attack others’ computers. This is why it’s important to learn the basics of information security.  This series of articles should help you understand why it’s important to keep your personal information secure and how to go about doing so. 

It’s Not Just for Big Corporations

Information security is concerned with three main areas:

1) Confidentiality, or the assurance that information should be available only to those who rightfully have access to it 

2) Integrity, or the idea that information should be modified only by those who are authorized to do so
3) Availability, or the understanding that information should be accessible to those who need it when they need it.

These concepts apply to home Internet users just as much as they would to any corporate or government network. In the same way you wouldn't let a stranger look through your banking records, you may want to keep the tasks you perform on your computer confidential, whether those tasks are tracking your stock investments or sending email messages to a friend. 
You should also have some assurance that the information you enter into your computer remains intact and available when you need it. Some security risks arise from the possibility of intentional misuse of your computer by intruders via the Internet. Others are risks that you would face even if you weren't connected to the Internet, like hard disk failures, theft, and power outages. Although you probably can’t plan for every possible risk, you can take some simple steps to reduce the chance that you'll be affected by the most common threats, both intentional and accidental. 

A Look Ahead

Before we begin discussing what you can do to protect your computer or home network, it is important to take a closer look at some of the risks most home users are facing.  The next article in this series will highlight the man-made risks associated with information security and the simple steps you can take to prevent these risks.
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