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[he situation in a nutshell...(1)

2) An Important Element - Quantum Cryptography

b) Los Alamos, MITRE and others: Working Prototypes already

c) But: Stow (5 Kbps)

3) MITRE MSR (MITRE Sponsored Research) Project + IC funding

b) Theoretical Work: Detailed mathematical analyses

C) Experimental Work: Laboratory prototype demonstrations
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[he situation in a nutshell...(2)

b) Quantum Computers - “The Precipice” (10+ years ?)
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description of quantum cryptosystem operating

characteristics
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First-Year Accomplishments- Theoretical (2)

. We show that varlous practlcal hlgh speed quantum cryptosystems can wor Kk

*Free-space channel: Aircraft-L EO satellite link
«Secr et throughput ~60 Mbps (> T3 link) 0.6 meter

recetve
telescope

*Free-space channel: Earth (MSL)-LEO satéllitelink

transmit !SeGFet IhFQI |ghp”t ~6Q qups (>:I:3 “qu) 1.6 meter e -
tplpcnnnp 3

receive
telescope

Free-space channel: Earth (10000 )-GEO satellite link

i Mo\ ) 10 meter

\ receive

+al acraneg
LTICSLUPUT

*Fiber-optic channel:
eSECret throughp = \Yilele 0 km lin

eSecr et throughput ~30 M bps (40 kKm Ilnk)
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High-Speed Quantum Cryptography

e Quantum key distribution:
— |t Is Impossible to measure the state of a quantum bit without altering

Indeterminacy Principle mmmmp> unconditional secrecy
« Vernam cipher (“one-time pad™) encryption:

Plaintextencrypted-via XOR against-Vernam: cipher; As-aresult

ciphertext is literally random mmmmp> unconditional secrecy
igh-speed-transmission:

— Generation of large Vernam ciphers mmmmip> bulk encryption

Quantum Key Distribution + Vernam cipher system =

QUANTUM CRYPTOGRAPHY: most secure possible

system consistent with the laws of physics

e Secure against even Quantum Computers
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1) Alice sends: |1/ — =\ — |
2) Bob sets: X ++X XX+ X + +
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Continuous Authentication =
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Adapted from Slutsky, et. Al, “ Defense frontier analysis of quantum cryptographic systems,” Applied Optics, Vol. 37, No 14, 10 May 1998.




A=A A=)

Approved for publicrelease

Physical Variablesfor Effective Secrecy Ca
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DEI O

Information content obtained by eavesdropper

privacy amplification security parameter

Hmper of continuous authentication pits
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Calculation of Number of Sifted Bits: n

| photons leave Alicg

x Pl photonsreach Bab || photons leave Alicd

><P(I " photonsdetected||’ photons reach Bob)

)%Ptbasﬁcompaﬁbﬂy )

A dark count event) x P{ basi i'iy)f
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Calculation of Number of Sifted Bits. probabilities

/
Pl photons leave Alicé= e"“’%
H

l’ m Py
D' photonsreach E
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Calculation of Effective Secrecy Capacity

mean photon number per pulse

| " |

111

: : ) . Y/ \ - [ \
number of sifted bits I 1= |(T=r, bt (rp0) 1| = (g (ua) +1,)

loss at detector dark count

[ine attenuation
channel error

number of error bits-er =

mean photon number per pulse

UNCLASSIFIED




nnnarlfn nu hl

r o\ V‘

Physical Variablesfor Effective Secrecy Caoautv

ropper is.

III Ul

eavesdropp n

Information obtained via single-photon pulses

Information obtained via multi-photon pulses

‘Wenow determinein turn: g, tand v:
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3 Types of Individual Attacks on Multi-Photon Pulses

cepts multl photon pulse (2 or mor e photons)

a a aa aa¥a MY \/

duUc U IIUIy

2 allows remnant pulse to propagate to Bob

(4) Evellstensto public discussion and measuresretained pulse

Combined Attack:

(3) Eve performsindirect attack against some of the pulse
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Calculation of Multi-photon Privacy Amplification:

(1) Eveintercepts multi-photon pulse (2 or more photons)

nory

(4) Evelistensto public discussion and measuresretained pulse

a'a

'
—
=) =
211"
L R |

xP(I" photons reach Eve |I photons leave Alica

xH{I" photons reach Bob|l'—u photons pass Eve

X
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Best Value for Privacy Amplification Function
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Calculation of Effective Secrecy Capacity

o

-1 g+a

VT affective secr
a ] SHTEeEV e

0 m

effective secrecy rate
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Sour ces of Attenuation: L oss Budget

- — L] L]

-~ 12 A1 O 1 6890 AN N PN | L N & F F %8 Wi
leric rransmisson Losses. —
i T 7 | B~ = I | — L}

Scintillation
— Beam wander

DPAanrmm ecnroad
— D cCda nJl ©AU

— Coherenceloss
— Pulsedistortion and broadening (disper sion)
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Atmospheric Transmission L oss dueto Absorption
and Scattering - Summary

 Analysisusing AFRL’s PLEXUS system, which provides
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&h PLEXUS - Version 2.1a - [PLEXUS Graph 4 ] [_ |3
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TRANSMITTANCE

Transmittance is marginally greater
for steeper slant angles.

(Click herereturn to last slide)
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File Marme Description Tran=smission  Conwalwed

AlMOZE FIT Std1_nm1550_D00_Ad 09247 M Alice at 300 km, 90 Degree Slant Angle
AlDZFIT Std1_nm1550_D10_sAd 09236 Alice at 300 km, 80 Degree Slant Angle
AlDZ0.FIT Std1_nm1550_D20_Ad 0.9200 Alice at 300 km, 70 Degree Slant Angle
AIMOEAFIT Std1_nm1550_D30_A4 0.9125 Alice at 300 km, 60 Degree Slant Angle
AlMOZZ FIT Std1_nm1550_040_A1 0.9028 Alice at 300 km, 50 Degree Slant Angle
AIMOZZ.FIT Std1_nm1550_Da0_A1 0.2852 Alice at 300 km, 40 Degree Slant Angle

Transmittance as a Function of Slant Angle

Alice at 300km, Bob on Ground, 1550nm L aser




TRANSMITTANCE
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LEXUS - Yerzion 2.1a - [PLEXUS Graph 14 ]

Converzion:  Tool: indow  Help

Even dlight drizzle causes severe
attenuation.

(Click herereturnto last slide)

x: 1548013

ooom

File Marne

AlMOSZ FIT
AlMOS3 FIT
AlMOGEFIT
AlMOGS . FIT

WMiavelen gth [urm

v 8.7 7e-01 &1 ;1550002
Description Tran=mission  Conwalwed
1550nm A 45" no Rain 8.95e-01 M
1550nm AMD 45" Slight Drizzle G.91 e-02 M
1550nm AD 45" Light Rain 1.55e-04 M
1550nm A 45" Moderate Rain 1.78e-07 M

[N

Transmittance in the Presence of Precipitation

Alice at 300km, Bob on Ground, 1550nm L aser
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Turbulence-Induced Dispersion L oss Diagram

Region of Turbulence —Induced Dispersion Loss

!L

----'

I

Unshaded region isthe solution to

o
c
o
[
(0]
2
~
=
—
(=2
c
(]
2]
7]
3
[=1
o
=
(=2
o

_Simultaneous Inequalltiesthat determine

conditions for the spectrum of a short

.y bl i | I

4.5

logio(path length /neter )

UNCLASSIFIED




Calculations for Diffraction and Turbulence L osses

[ 2
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02 07

eCalculation of transver se coherence length for turbulence:
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Cn“ Profile Calculated from the Hufnagel-Valley 5/7 Model
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— Free-spaceto fiber collimator: 80%

— Polarization beamsplitter: 80%
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— Optical filters: 95%

e Reported opticslosses for demonstrated laser com
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Atmospheric Optics
Attenuation Package L oss Wavelength
(]3)) (]3)) (nm) Reference Notes

SPIE vol. 3266

air-to-air

pp-33-41
SPIE vol. 3266
pp. 178-197

measured
design; 500 km airborne
demo at 40,000 ft alt.

terrestrial point-

SPIE vol. 3615

to-point
terrestrial point-

+A A nt

pp. 43-53
SPIE val. 3615

nA-—A2

measured

OTpuIT

=5}
Pp—ao-9o

deep spaceto

SPIE val. 3615

ground
earth orhit to

pp. 154-169
SPIE val. 3615

deep spaceto
ground

550-1000

SPIE vol. 3615
pp. 206-211
SPIE vol. 2990

JPL-GOLD

GEO to ground

nn. 70-81

[ P e
SPIE vol. 2990

pp. 70-81

SPIE vol. 2990

CRI

GEQ to grol ind

pp. 142-151
Lt g

CRL ETSVI

ground to GEO

SPIE val. 2990
pp.264-275

SPIE VOl. 2990

CRL ETS-VI

GEO to ground

pp. 264-275
SPIE vol. 2990

pp. 264-
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Classical Processing & Public Discussioff
Phase

o Stepsintheclassical process
— Sifting

evera ated costs
-
— Communications
— Computation
ll : D 9 .ﬁ\:.g 19' illi

— Space: Memory requirements
Supply of random numbers
* We have obtained analytlc:al resultsfor
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Effective Secrecy Capacit

(bits per second)
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Effective Quantum Cryptographic

- Earth-LEO

Throughput of Secret Vernam Cipher

\

EARTH-TO-SATELLITE LINK
" Alice" on satellite : 30cm transmit optics
"Bob" at mean sealevel: 1.6 m receive optics
"Cascade" error correction |: Shannon exceedence = 16%

clear weather

Continuous authentication prdcessing block size = 200 Mbits

satellite at zenith

re=0.5% (salid )
rc=1% (short dashed )
r.=2% (long dashed )
rq=4.25 x107'® counts /bit cell
a=-10dB

bit cell

period (seconds )




Effective Secrecy Capacit

(bits per second)
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Effective Quantum Cryptographic Throughput of Secret Vernam Cipher

EARTH -TO-S4
"Alice" on GEO satellite

ATELLITE LINK
2: 30cm transmit optics

"Bob™ at 13500 : 1
"Cascad€' error correction
Continuous authentication pf

Omreceive optics
Shannon exceedence= 16%
ocessing block size=2 Ghits

r.=0.5% (solid )
rc=1% (short dashed )
re=2% (long dashed )
rq=4.25 x107*8 counts /bit cell
a=-26.4 dB

240 Kbps




Ouantum Cryptographic Attenuation Curves

Total Line Attenuation Curves for 30 cm Transmitter Optics (" Alice™) and Photon Qubits at A=1550 nm

altitude
titude (solid)
und at mean sea level (dashed

"Alice" on satellite at 300 km
"Bob " on aircraft at 35000’ a
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First-Year Accomplishments- Experimenta
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Quantum Information Processing:
Secure Quantum Communications MSR Team

A P T __ W | AT B _ | " T

QUANTUM OPTICS TABORATORY INNOVATIVE SOLUTIONS FAC
(MITRE BEDFORD) (MITRE NEW JERSEY)

ORY

MITRE isworking with US I ntelligence Community, Air Force Research Laboratory,
Naval Research Laboratory, Caltech Jet Propulsion L aboratory, Univer sity of Rochester, others
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Work in Progress: MITRE & IC funding

VVerification of crucial theoretical predictions:

- n n
— 10 DY I DI I ] S 1(Q
\.C )} DUCI o JUlLc C !

parallelized links

eessential to allow for achieving goal of

high-speed system throughput, since

single link will not support sufficient

throughput

- L -
NQg Op el and Tree space
@, @, @,

guantum channels (of non-negligible lengtl

for real systems applications
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University of Rochester
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Question: How can we increase the throughput rate for a

I;P;IIL:lII_QI!I;IllI!Ill--ﬂlﬂQIIQIQII;IQIIIVL:‘VL:‘I;III /

ANnswer:

(1) Increase the basic pulse repetition frequency (i.e., reduce the

need: relation between block size and rate
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Question: What is a practical rate for the internal clock

of st | _

: oal be desianed witl
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Hot Electron Photo-Effect (HEP) Detection

 Different materials, including Niobium Nitride (NbN) and

[ ]
e T.=9K (dlightly higher than liquid helium)
T = ' ' Iquid nitrogen)
j \ broken Cooper pairs bound electron Cooper pairs
L3 *: y 4 5 NN > ; N
» N X A : - X < N \ N /
- Lo &/ ” v N o/ - A &
- ” ) =4 by, N R (5] 35 . ” {/
T<T, incoming photon T>T, T<T,
_—

electrical resistivity generated UNCLASSIFIED
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We show the design for a full, high-speed quantum
Key distribution system

UNCLASSIFIED




H | gh_Speed AI I Ce Approved for public release

Timing Pulse

VA  p1

VA - Variable Attenuator
PPBC - Polarization Preserving Beam Combiner

Public Channel
to.Boh
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Timina Pulse
HHAHAg-FUise

Polarization
Rotator/waveplate

DBS - Dichroic Beamsplitter

alall 2¥atalaalaa a
O BHtal S,

DR B/a
5 Ol cl

Public Channel to Alice
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AglLien -

10:1 DEMUX

250 MHz

Buss Rate

>
Gbps E-net To Data Storage
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