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E�FHGJI�K�LM�N�F�L:O'NPFHG@Q#RDNPG�K!RHG�NSL�T�G�RHUWVHT
N�K�G�XYG�RHZHL�VHUSL�TH[
T�L�K�N�VHRH\�NP\�G�U]O^L�K]_�LDL:T`G�K!a:N�\$b�GJ_�L:XcTHVHN�a:NP\�L:RedM�FHG�K�G@NPFHG�a�RH[
U�M@G�K]Z'G�T`G�RHZHUfL:RYNPFHG�THK!\�b�a�NPG�\�RHTHVHN�UgL:O`U!G�THa�K�a�NPG@G�RDNP\�NP\�G�Uh
i L:XcG�NP\�XYG�USN�FHG�U!G@_�L:XcTHV'NPa:N�\$L�RHUeXYajkLD_�_�VHKel�G�N#MJG�G�R
XmVH[
NPVHa�n$n�joVHRDNPK!VHU�N�G�ZpG�RDNP\�NP\�G�Uh@E�FHG�THK!L:lHn�G�Xq\�UBN�K�\�bD\$a�n�\$O]N�FHG
_�L�R7N�G�rDN
a�n$n�LM�UYNPFHGo_�L�RHZHVH_�NmL�O+NPFHG�U�Go_�L�XcTHVHNPa�NP\�L:RHUYlDj
asNPK!VHU!NPG�ZtG�RDNP\�N#juN�FHa:N�M@L:V'n$ZwvDRHLMxNPFHGy\�RHTHV'NPUYO^K�L�Xza:n�n
NPFHGYTHa�K�N�\$_�\$THa�RDNPU{`FHLMJG�b:G�KB\�OgNPF'GY_�L:RDNPG�rDNBZH\�U!a:n�n$LM�UBNPFH\�U
NPFHG�R|N�FHGBN�G�_2FHR'\$}DVHG�U@L�O~U�G�_�VHK!G�XmVHn�NP\�[�THa�K�N#jc_�L:XcTHVHN�a:NP\�L:R
l�G�_�L�XYGBb:G�K�jcK!G�n�G�b�a:RDNga�RHZ|_�a:RyTHK!LbD\$Z'G+VHU!G�O^VHn�U!L:n�VHNP\�L:RHUh

Q#RuN�FH\$U�T'a:T`G�K&MJGY\$RDb�G�U!NP\�I:a:N�G
FHLM�b�a�K�\�L:V'UBU!NPa�NP\�U�N�\$_�a:n
a:RHa�n$jDU!\$U,THK�L�lHn�G�XcU�_�L�VHn�Z�l�GJU�L�n$b�G�Zk\$R�a�_�LDL:T`G�K!a:N�\$b�GeG�RDb7\�[
K�L�RHXcG�RDN�d:M�FHG�K�GBN#MJLmTHa:K!NP\�G�U@RHG�G�ZyNPLY_�L�RHZHVH_�NfU!NPa�NP\�U�N�\$_�a:n
a:RHa�n$jDU!\$U&L:R�NPF'G��PL�\$RDNkZHa�NPaoU�G�N�h
�uGc_�a�n$n]N�FHGcRHG�M�THK!L:lH[
n$G�XcU�¯¸¢»·Q°�¥M¢%¨6§�¦2´Ì®A¹2¥b¨6À+U�N�a:N�\$U!NP\�_�a�n~a:RHa�n$jDU!\$U9THK!L:lHn�G�XcUh

� a�U�\�_�U!NPa�NP\�U�N�\$_ua:RHa�n$jDU!\$U|L:T`G�K!a:NP\�L:R'U|_�L�RHU!\$U!NyL:O�_�L:Xc[
THVHN�\$RHI�N�FHG�XcG�a�RYb�a�n$VHG�L�O�akZHa�NPa�U!G�N�dNPF'G�U�N�a:RHZHa�K�ZYZHG�b7\�[
a:N�\$L�RSd�N�FHG
_�L:K!K�G�n$a�NP\�L:Ro_�LDG��c_�\�G�RDN+l`G�N#M@G�G�RsN#MJL|ZH\$�`G�K!G�RDN
O^G�a�NPVHK!G�Ud�NPFHG@K!G�I:K!G�U!U!\$L�R&n�\�RHGJa�RHZ
U!L�L�RSh,Q#OHL:RHGJvDRHLM�USN�FHG
O^VHn�nJZHa�NPapU!G�N�dSL:RHGy_�a:RwVHU!G|N�FHGyU!NPa:R'ZHa:K!ZwG�}DVHa:N�\$L�RHU
Z'G�[
U�_�K�\�l`G�Z�\$RsXcL�U�N�L�OeN�FHG�O^VHR'ZHa:XcG�RDN�a:n,U!NPa�NP\�U�N�\$_�U+l`L7L�vDU+NPL
_�L�RHZHVH_�N,NPF'Gfa:R'a:n�j7U!\�U�h��BLMJG�b:G�K�d�\$R�N�FHGf_�LDL:T`G�K!a:NP\�b:G]G�RDb7\�[
K�L�RHXcG�RDN�d�L�RHGJXc\�I:FDN,R'G�G�ZmNPL&_�L�RHZHVH_�NSU!NPa�NP\�U�N�\$_�a:n7a:RHa�n$jDU!\$U
M�\$N�FHL:V'Ngl�G�\$R'I�a:lHn�G�NPL
v7R'LM�N�FHG+O^VHn�n'ZHa�NPa�U!G�N]l`G�_�a:VHU!G+L�O
NPFHGYTHK!\$b�a�_�j�_�L�RHU�N�K�a�\$RDN�U�h�E�FHG
O^L�n$n�LM�\�RHI|G�r7a�XcTHn$G�UB\�n�n$VHU![
NPK!a:N�G&N�FH\�U+vD\$RHZ�L�O,U!\$N�VHa:N�\$L�RS�

�u� U!_2FHLDL:n�M@a:RDNPU�N�L�\$RDb�G�U!NP\�I:a:N�GkNPFHG�K!G�n�a:N�\$L�RHU�F'\$T�l`G�[
N#M@G�G�R�T�G�L:THn�G7� U�\$RDNPG�n$n�\�I:G�R'_�G�}7V'L:NP\�G�RDN��^Q����|U�_�L:K!G�U
a:R'Z�NPFHG�\$K�a:RHRDVHa�nyU�a�n$a�K�\�G�Uh�E�F'G�U�_2F'L7L�nyFHa�U�\�NPU
U!NPVHZHG�RDNPU�,Q��xU!_�L�K�G�U�dSlHV'NmZHLDG�UmRHL�NmF'ab:G|U!NPV'ZHG�RDNPU�

�



U�a�n$a�K�j�\$RHO^L�K�Xca�NP\�L:RS{WN�FHG�K!G�O^L�K�G|NPFHG U�_2FHLDL�ngRHG�G�ZHUYNPL
_�LDL:T`G�K!a:N�G�M�\�NPF�_�L:XcTHa�RH\$G�UBN�FHa:N&FH\�K�GmNPFHGYU!NPVHZHG�RDNPUd
lHVHN]N�FHL:U!G9_�L:XcTHa�RH\�G�U]a:K!G9RHL:NWM�\�n$n�\�RHI�NPLkZH\�U�_�n$L�U�G9N�FHG
U�a�n$a�K�jm\$R'O^L:K!XYa�NP\�L:RSh@¡@RyN�FHG�L�NPFHG�KJFHa�RHZSd:NPFHGBU�_2F'L7L�n
_�a�RHRHL:NJI:\�b:G+U!NPV'ZHG�RDNPU��Q���U�_�L:K!G�UJNPL
N�FHG�\�K@G�XcTHn�Lj:G�K!U
G�\�NPFHG�K�h

� E�MJLoK!G�NPa�\$n]_�L:XcTHa�RH\$G�Uc¢£a:RHZ�¤¥G�a:_2F�FHab�Gma�ZHa�NPa
U�G�N+a:l`L:V'N+NPFHG�\$K&LM�R�_�VHU!NPL�XcG�K!U��HlHVHjD\$R'Iyl�G�FHabD\$L�K�Uh
� L:NPF�_�L:XcTHa�RH\�G�U&MJa�R7N�NPLo_�L:R'ZHVH_�NBU�N�a:N�\$U!NP\�_�a�nSa�RHa:n�[
jDU�\�U�L�R£NPFHG�\$Ky�PL:\�R7NuZHa:N�a�U!G�N�O^L�K�XmVHNPVHa�nml`G�R'G�¦HN�h
i \�RH_�G�N�FHG�U!G�N#M@L�_�L�XYT'a:RH\�G�U+a�K�G�_�L:XcT`G�NP\�NPL�K�U�\$RsN�FHG
Xca:K!v:G�N�dDNPF'G�j�ZHLyRHL�N+M@a:RDN+NPL|ZH\$U!_�n�L:U!G�N�FHG�ZHG�NPa:\�n�G�Z
_�VHU!NPL�XcG�K!U��§\$RHO^L�K�Xca�NP\�L:RyN�LmN�FHGBL�NPFHG�KJ_�L:XcTHa�R7jDd§l'VHN
NPFHG�j�O^G�G�n�_�L�XYO^L�K�N�a:lHn�G@ZH\$U!_�n�L:U!\�RHI�L�RHn$j
NPFHG9a:I�I:K!G�I�a:NPG
\$R'O^L:K!XYa�NP\�L:RSh

E�F'G¨U�N�a:RHZ'a:K!Z©U!NPa�NP\�U�N�\$_�a:n�a�RHa:n�jDU�\�UpXcG�N�FHLDZHU�_�a:RHR'L:N
G�a:U!\�n$jªG�rDN�G�RHZ©NPLªU!L:n�b:G�N�FHGta:l`Lb:GuTHK!L:lHn�G�XcU{kMJG�RHG�G�Z
XYG�NPFHLDZHU�N�FHa:N�U!VHTHT`L:K!N9U�N�a:N�\$U!NP\�_�a�n~a:RHa�n$jDU!\$U9\�RoacTHK!\�b�a�_�jD[
THK�G�U�G�K�bD\�RHI+Xca:R'RHG�Kh~E�FHG@I:L�a:n�L:OHN�FH\$UWTHa�T�G�KW\$UeNPL&ZHG�b�G�n�L:T
THK�L�NPLD_�L�n$U@O^L:K9N�FH\$U�N#jDT`GkL:O,_�LDL:T`G�K!a:NP\�b:GBU�N�a:N�\$U!NP\�_�a�n~a:RHa�n$jD[
U�\�U�h

E�F'G�K!G+a:K!G�N#MJL�_�L:XcXcL:R�M@ajDU]L:O~_�LDL�T�G�K�a�NP\�L:RY\$RyT'K�a�_�[
NP\�_�G7hJ«�L:K+G�r7a�XcTHn$GDd�U!VHTHT`L:U!Gk¬a:RHZt®�a:K!G�N#MJL�ZH\��`G�K!G�RDN
O^G�a:N�VHK!G�U9L:O�acU!a:XcTHn�G7d�a:R'Z N�FHG�j�a�K�G&l�L�NPFoVHU!G�ZoO^L:K9amU!NPa�[
NP\�U�N�\$_�a:nea:RHa�n$jDU!\$UhBQ#R�a|_�LDL:T`G�K!a:NP\�b:GmG�RDbD\$K!L:R'XYG�RDN�d'U�L�XYG�[
NP\�XYG�UWl�L�NPF
_�LDL:T`G�K!a:NP\�RHI+T'a:K!NP\�G�Ue_�a:R
L:lHU!G�K!b:Ggl`L:N�F�¬¯a:RHZ
®�O^G�a:NPV'K�G�UeL�O'N�FHG9U�a�XYT'n$GDd�M�FH\�n$G9a:NWU!L:XcG@L:NPF'G�KWNP\�XcG7dL�RHG
THa:K!N#j�_�a:R�L:R'n$j&L:lHU!G�K!b:Ge¬°O^G�a:N�VHK�GfL:ODNPFHGJU�a�XcTHn$GDd�a:RHZ�N�FHG
L:NPF'G�K�THa�K�N#j�_�a:RkL�RHn$jBL:lHU!G�K!b:G9®¨O^G�a:N�VHK�G]L�O�N�FHGgU!a:XcG]U!a:Xc[
THn$GDhBE�FHG
ZH\��c_�VHn�NP\�G�U�L�O]_�LDL:T`G�K!a:N�\$L�Rs\$RuNPFHG�U�GYU!\$N�VHa:N�\$L�RHU
a:K!GBZH\��`G�K!G�RDN�heE�FHG�K�G�O^L:K!G7d7lHa�U�G�Z L�R M�F'G�NPF'G�K�NPF'G�N#MJLc_�L�[
L:T`G�K!a:NP\�RHIcTHa�K�N�\$G�U+_�L�VHn$Z�L�lHU�G�K�b�GkNPFHG�U!a:XcG�O^G�a:NPV'K�G�U+L:OWa
U�a�XYT'n$GmL:KkRHL:N�d`MJGYO^L:K!Xca:n�\$±�G�ZpN#M@LoZH\$�`G�K!G�RDN&XcL7Z'G�n�U&O^L�K
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I:a�NPG�Zk\�R�NPFH\�U,T'a:T`G�K,\�RDb:L�n$b�GeU!_�a�n$a�K~THK!L7Z'VH_�N�L�ODN#MJL�THK!\�b�a�NPG
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NPFHG�K�G�O^L:K!G7d,MJG|FHab:GyU!NPV'ZH\$G�Z¨NPF'G|THK!\$b�a�NPGyU!_�a�n$a�K�THK!L7Z'VH_�N
THK!L:lHn�G�X·\$RHZ'G�T`G�RHZHG�RDNPn�j7dSa:RHZtV'U�G�N�FHGyU!L:n�VHNP\�L:RtN�LslHVH\�n$Z
NPFHGoTHK!L:N�L7_�L:n�UmO^L�KmN�FHGoU�N�a:NP\�U!NP\�_�a:n9a�RHa:n�jDU�\�U
THK!L:l'n$G�XshuQ#R
a:ZHZ'\$N�\$L�RyNPLml�G�\$RHIYVHU!G�Zy\�R|N�FH\�U@T'a:T`G�Kd§N�FHGBT'K�\�b�a:NPGBU�_�a:n�a:K
THK!L7Z'VH_�N�T'K�L�NPLD_�L�n_�L:V'n$Z�a�n$U!L�l�GfVHU�G�Z�NPL�U!L:n�b:G]Xca:RDjBL:NPF'G�K
U�G�_�VHK!GsN#M@L:[.THa:K!N#j¨THK!L:lHn�G�XcUdJU�VH_2F�a�U|U!G�_�VHK�GsN#M@L:[.THa�K�N#j
_�L�XYT'VHNPa�NP\�L:RHa�nHI:G�L:XcG�N�K�jmTHK�L�lHn�G�XcUgZH\�U�_�VHU!U�G�Z�\$R�¸ �º¹ h,��G
M�\$n�n9ZH\�U�_�VHU�UcN�FHG�THK�\�b�a:N�G U!_�a�n$a�KmTHK!LDZHVH_�NmTHK!L:l'n$G�X»\$RHZ'G�[
T�G�RHZHG�R7N�n$j \$R�N�FHG�THa:T`G�Kh

Q#R�NPFH\�UgTHK!G�n�\$Xc\�RHa:K!j�U!NPVHZ'j7dM@G9a:U!U�V'XYG�N�FHa:N]a�n$n�T'a:K!NP\�G�U
a:K!GtU�G�Xc\$[.FHL:R'G�U!N�{c\�RHO^L:K!Xca:n�n$j©U!T�G�a:vD\$R'I`dka�U!G�Xc\�[�F'L:RHG�U�N
THa:K!N#j�\�UgL:R'G@M�F'L�O^L:n�n$LM�U]N�FHG�THK!L:NPLD_�L:n�THK!L:T`G�K!n$j
M�\$N�FYN�FHG
G�rD_�G�THNP\�L:R�N�FHa:N+\�N+v�G�G�T'U+a�K�G�_�L�K�ZoL:OWa:n�n�\�NPUB\$RDNPG�K�XcG�ZH\$a�NPG
_�L�XYT'VHNPa�NP\�L:RHU�a�RHZkXc\$I�F7N,NPK!j�NPL�ZHG�K!\$b�GWL:NPF'G�K�THa�K�N�\$G�U��2THK�\�[
b�a:NPG�\�RHTHV'NPU
O^K!L:XzNPFHGyK!G�_�L:K!ZShYE�FH\�U�U!G�Xc\$[.FHL�RHG�U!N�XcL7Z'G�n
\$U
L:RHGcL:O@NPF'G�M�\$ZHG�n$jua:ZHL�THNPG�ZwXYLDZHG�n$U�\�RtNPF'G�U�N�VHZH\�G�U�L�O
I:G�RHG�K!a:n�U!G�_�V'K�GkX
V'n$N�\$[.THa:K!N#jy_�L:XcTHVHN�a:NP\�L:RoTHK!L:lHn�G�Xph

i G�_�NP\�L:R½¼�Z'G�U!_�K!\$l`G�UuK�G�n$a�NPG�Z£M@L:K!v´a�RHZ½U!L:XcG¨_�K�jDTH[
NPL�I:K!a:THFDjwTHK!\$Xc\�NP\�b:G�U�M�\�n�n+l�GsV'U�G�Z�\�RªNPFH\�UyTHa�T�G�K�h i G�_�[
NP\�L:Ry¾mTHK!G�U!G�RDNPU@a:Ry\�XcT�L�K�N�a:RDNfl'VH\$n�ZH\�RHIYlHn$LD_2v�d�NPFHGBU�_�a:n�a:K
THK!L7Z'VH_�N+T'K�L�NPLD_�L�n dHM�FH\$_2FsM�\�n�n,l`G
VHU!G�Zsn�a:N�G�K�N�LyU!L:n�b:G�U!G�[
_�VHK!GkN#MJL�[�T'a:K!N#jYU!NPa�NP\�U�N�\$_�a:n~a�RHa:n�jDU�\�U9THK�L�lHn�G�XcU�h i G�_�N�\$L�R ¿
THK!G�U!G�RDNPUkNPF'G�ZHG�¦HR'\$N�\$L�RHU�L:O@U�G�_�VHK!GYN#MJL�[�THa�K�N#j�U!NPa�NP\�U�N�\$_�a:n
a:RHa�n$jDU!\$U&THK!L:lHn�G�XcU&a:RHZuNPFHG�\$K�U!L:n�VHN�\$L�RHU�h&«W\�RHa:n�n�jsU�G�_�NP\�L:R
À _�L�RH_�n�VHZHG�U+NPF'\$UBTHa:T`G�KBa:RHZsTHK!L:T`L:U!G�U�U�G�b:G�K!a:n~O^V'NPVHK!G
K!G�[
U�G�a:K!_2F|ZH\�K!G�_�N�\$L�RHUh
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SecureMulti-P arty Computation

E�FHGsU�G�_�VHK!G�N#MJL�[�T'a:K!N#jtU�N�a:NP\�U!NP\�_�a:n�a�RHa:n�jDU�\�UcTHK!L:lHn�G�XcU
ZHG�U!_�K!\�l�G�Z¨\$R�NPFHGoTHK!G�bD\�L:VHUYU�G�_�N�\$L�R¨a:K!G|a�_�NPV'a:n�n$jwU!T�G�_�\�a:n
_�a�U�G�U
L:O9N�FHG I�G�RHG�K�a�n i G�_�VHK!G µ V'n$N�\$[.THa:K!N#j�²eL:XcTHVHN�a:NP\�L:R
THK!L:lHn�G�Xz¸ � ¾�d7È`d À§¹ h�É@G�RHG�K!a:n�n�j�U�T`G�a�v7\�RHI�d:aYU!G�_�V'K�G&X
VHn�NP\�[
THa:K!N#j�_�L:XcTHVHN�a:NP\�L:R©THK!L:lHn�G�XÊZHG�a�n$UsM�\�NPFË_�L�XcTHVHNP\�RHI�a
O^VHRH_�NP\�L:RsL:R�a�R7j \$R'THVHN�dH\$Rsa�Z'\$U!NPK!\$l'VHNPG�ZsRHG�N#M@L:K!vyM�FHG�K�G
G�a�_2FyTHa:K!NP\�_�\�THa�R7NJFHL:n�ZHU@L:RHG&L:O~N�FHGk\$R'THVHNPUd�G�RHU!VHK!\$R'I
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RHL
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amTHa:K!NP\�_�\�THa:RDNJ\$RyN�FHG
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a�UWa � LDL:n�G�a�R
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a:n�\$N#jDd7NPFHG�_�L:XcX
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I:G�R'G�K!a:NPG�UmZ'G�T`G�RHZHU�L�R�N�FHG�U�\�±�GoL:OBNPFHG�_�\$K!_�VH\�NcNPFHa�NcG�rD[
THK�G�U�U!G�UfNPFHGBO^VHRH_�N�\$L�RHa:n�\�N#joÎªN�L
l`G�_�L�XcTHVHNPG�ZSd�a:RHZ�\�Rya�ZH[
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\$N#jDh�E�FHG�K�G�O^L:K!G7d§a:U&É@L�n$Z'K�G�\$_2F�T`L:\�RDNPU@L:VHNg\�Ru¸ À§¹ d:V'U�\�RHI�N�FHG
U�L�n$VHN�\$L�RHUyZHG�K�\�b:G�Z�lDj�N�FHG�U!G�I�G�RHG�K�a�n+K�G�U�V'n$N�U|O^L:K U�T`G�_�\$a�n
_�a:U!G�UmL:O�XmVHn$N�\$[.THa�K�N#jw_�L�XcTHVHNPa�NP\�L:R¨_�a:Rtl`G \�XcTHK!a:_�N�\$_�a:n#{
U�T`G�_�\$a�n,U!L:n�VHNP\�L:RHU�U�FHL�VHn�Zsl�GmZHG�b�G�n�L:T`G�ZsO^L:KBU�T`G�_�\$a�n,_�a:U!G�U
O^L:K�G��c_�\$G�RH_�jpK!G�a�U�L�RHUh�E�FH\�U�\�U�L:VHKkXcL:N�\$b�a�NP\�L:RwL:OJU�G�G�vD[
\$RHItU!T`G�_�\�a:nBU�L�n$V'NP\�L:RHU NPL¨U!NPa�NP\�U�N�\$_�a:n+a�RHa:n�jDU�\�UyTHK!L:lHn�G�XcUd
U�L�n$VHN�\$L�RHU�N�FHa:N&a:K!G
XcL�K�G�G��c_�\�G�RDNBN�FHa:R�NPFHGYI:G�RHG�K!a:nSNPFHG�[
L:K!G�NP\�_�a�n�U�L�n$VHN�\$L�RHUh

�
-out-of- Ï Oblivious Transfer

É@L�n$Z'K�G�\$_2FS� Uy_�\$K!_�VH\�N�G�b�a�n$VHa�NP\�L:RªTHK!L:N�L7_�L:n�VHU!G�U|NPFHG � [
L:VHN�[�L�O^[ Ï ¡@lHn$\�bD\$L�VHU�EeK�a�RHU�O^G�K�d7a�RHZ�L:VHK�T'K�L�NPLD_�L�n$U9\�RoN�FH\�U
THa:T`G�KJa:n�U�L�FHG�abD\$n�j
ZHG�T�G�RHZHU@L:R�N�FH\$U@THK!L:N�L7_�L:n#h � R � [.L:V'NP[
L:O^[ Ï ¡@lHn�\$bD\�L:VHU9EeK�a�RHU!O^G�K9THK!L:NPLD_�L:ng¸ Ð`d7¿ ¹ K!G�O^G�K!U9NPLcacTHK!L:[
NPLD_�L�n'M�FHG�K�G+a�NgNPF'G�l`G�I:\�RHRH\�RHImL:O~NPF'G�THK!L:N�L7_�L:nHL�RHG+THa�K�N#jDd
� L�lwFHa:U Ï \$RHT'VHNPU
¬uÑ2Ò�Ó�Ó�Ó�Ò#¬ Ô�a�RHZta:N�N�FHGyG�RHZ¨L:O9N�FHG
THK�L�NPLD_�L�nDNPFHG�L�NPFHG�K]THa:K!N#j7d � n$\�_�GDdn�G�a:K!RHU]L�RHG9L:O'N�FHG�\�RHTHVHN�U
¬|ÕeO^L�K+U!L:XcG ��Öt×+Ö Ï L�OSF'G�K+_2FHL�\$_�G7d7M�\�NPFHL�VHN+n�G�a�K�RH\�RHI
a:RDjDNPFH\�RHIca:l`L:VHN�N�FHG�L:N�FHG�K�\$RHT'VHNPU+a�RHZ�M�\$N�FHL:V'N+a:n�n$LM�\�RHI
� L�lwNPLsn�G�a:K!Rwa:RDjDNPFH\�RHIsa�l�L�VHN × h � RtG��c_�\�G�RDN � [.L:V'NP[.L:O^[
Ï ¡@lHn�\$bD\�L:VHU@ESK!a:R'U�O^G�KJTHK!L:N�LD_�L:n�MJa�UJT'K�L�T�L�U�G�Zy\$Rw¸ ��Ø§¹ lDj
Ù a:L�Kfa�RHZyÚf\�RHv�a:Uh � jc_�L:X
l'\$RH\�RHI�N�FH\�U@T'K�L�NPLD_�L�nHM�\$N�F|N�FHG
U�_2FHG�XcG�l7jp²ea�_2FH\$Red µ \�_�a�n$\�a:RHZ i N�a:ZHn�G�Kk¸$Û ¹ d:NPF'G � [.L:V'NP[.L:O^[
Ï ¡@l'n$\�bD\$L�VHU�EeK�a�RHU!O^G�K�THK!L:N�L7_�L:n�_�L:VHn�Zsl`G�a:_2FH\�G�b�G�Z�M�\�NPF
T�L�n$jDn�L:I:a�K�\�NPF'XY\�_��^\�R|Ü@�e_�L:XcX
V'RH\$_�a:N�\$L�R _�L:XcTHn�G�rD\$N#jDh

Homomorphic Encryption Schemes

��GyRHG�G�ZwasTHVHl'n$\�_�[.v:G�j�_�K!jDTHNPL�U�jDU!NPG�XYU�M�\�NPFta<¡2¦g±%¦g´
±�¦2¥©®]¡gµ¶·mT'K�L�T�G�K�N#j�O^L:KmU�L�XYG L:O�L�VHKmT'K�L�NPLD_�L�n$U�yÝ@ÞH��ßg� +
ÝJÞH��àS�gá5ÝJÞ���ß�âpàS�Ph µ a:RDj U�VH_2F�U!jDU�N�G�XcU+G�rD\�U�N�d�a�RHZ�G�rD[
a:XcTHn�G�U�\�RH_�n�VHZHG�N�FHGyU!jDU�N�G�XcU�lDj � G�R'a:n�L:F�¸ ¾ ¹ d Ù a�_�_�a:_2FHG
a:RHZ i NPG�K�R¥¸ ã ¹ dY¡@v�a:XcL:N�L�a:R'Z5äB_2FH\$j�a:Xca©¸ �:�2¹ d�Ú]a:\�n$n�\�G�K
¸ � ¼ ¹ d@N�LtXcG�RDNP\�L:R�a¨O^G�M
h � VHU!G�O^VHn&THK!L:T`G�K!N#j¨L:OkFHL�XYL�[
XYL�K�T'FH\$_�G�RH_�K!jDTHNP\�L:RsU!_2FHG�XYG�U+\�UBN�FHa:N+a�R©å.a�ZHZH\�NP\�L:RHæ�L�TH[
G�K!a:NP\�L:R|_�a:R l�G&_�L�RHZHVH_�NPG�Z lHa�U�G�ZyL:R NPFHGkG�RH_�K!jDTHNPG�Z|ZHa�NPa
M�\$N�FHL:VHN�Z'G�_�K!jDTHNP\�RHIcNPF'G�Xph

ç è©Ã�éëê A�C Ä ?BC =�ì¥êtÄ >¤��ÇL�

Q#R�N�FH\�UgU�G�_�N�\$L�RSdM@G�\$RDN�K�LDZHVH_�G�a�U�G�_�VHK!G9N#MJL�[�T'a:K!N#j�THK!L:[
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private vector:  yprivate vector: x
random number: v = r1 + r2 + r3 + r4

x = v1+v2+v3+v4

v3v2 v4v1

v1 y+r1, v2 y+r2, 

v3 y+r3,

v4

v1

v2

v3

v4 y+r4

Alice gets: x y + r1) + (v2 y + r2) + (v3 y + r3) + (v4 y + r4)y + v  = (v1

Alice Bob

hiding v1,v2,v3,v4
among random vectors

1-out-of-n
Oblivious Transfer

Figure 1. Scalar Product Protocol 1
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4.3 HeterogeneousModel

ô�õ�ö`÷eøîùDúE^`ýuþ ¿ ¢»·Q°�¥M¢Ç  §�¦2´�ÿ½¹g¥b¨©À ¿ ¨6¹2¨6µ¶¯»¨©µ¶·»¹gÂ�¦"J¹gÂËÀ�¯¸µ¶¯
ÿ½¥M¦gÁQÂa¢Q± µ¶¤§e¢!¨©¢!¥x¦M£�¢![¢»¦g°�¯h¨j¦Q²g¢QÂ � � n�\$_�G�FHa:UtaËZHa�NPa
U�G�N o Ñ|áÌ��ß]Ñ�Ò�Ó�Ó�Ó�Ò#ß ð �PdSa�RHZ � L:lwFHa:U
a:RHL�NPFHG�K�ZHa:N�asU�G�N
o ~ á½��à�Ñ�Ò�Ó�Ó�Ó�Ò#à ð �Pd�M�FHG�K!G�ß�Õg\�U&NPFHGmb�a�n$V'G
L:O]b�a�K�\�a:lHn�Gkßgd
a:RHZpà Õ \$U�N�FHGc_�L:K!K!G�U!T�L�RHZH\�RHI|b�a:n�VHGYL:OJb�a�K�\�a:l'n$G�à,h � n�\$_�G
a:RHZ � L:loMJa�R7N9N�L�¦HRHZ�L:VHN9N�FHG�O^L:n�n$LM�\�RHI��

� h
·»¦g¥b¥M¢QÂa¹g¨©µ¶¦gU·»¦!¢ª©�·Qµ¶¢QJ¨w�Yl`G�N#M@G�G�R|ß�a�RHZ|à,h
¼`h
¥M¢6£A¥x¢!¯»¯»µ¶¦gUÂaµ¶J¢fàpáZ¥ ßsâ��4¢à<�U¥&¢ß]��h
�Yö`õ�õ�ù7ø	�P�K�ö�.«�cö�ùS¬]��K�ù�.w c,G�N � á ðÕ)òJÑ ��ß Õ �£¢ßf� ~ d
a:RHZ ósá ðÕ)òJÑ ��à Õ �¢àS� ~ h]EeL�_�L:XcTHV'NPG�NPF'G�_�L:K!K!G�n�a:NP\�L:R
_�LDG��c_�\�G�RDN���d�M@GkFHab:G&NPFHG�O^L�n$n�LM�\�RHIcG�}DVHa:N�\$L�RHU�

� á
ðÕ òJÑ ��ß�Õ��¢ßg����àDÕw�¢àS�ðÕ)òJÑ ��ß Õ �¤¢ßg� ~ ðÕ ò@Ñ ��à Õ �¢à,� ~

á
ð

Õ)òJÑ
��ß~Õ��£¢ßf�
�

��àDÕw�¢à,�
ó

á � ßgÑ��¢ß
� Ò�Ó�Ó�Ó�Ò ß ð �¢ß

� ��í7� à�Ñg�¤¢à
ó Ò�Ó�Ó�Ó�Ò à ð �£¢à

ó �

E�FH\$U@\�RHZH\�_�a:N�G�UJNPFHa�NfNPF'G�NPa�U�vYL:O~_�L:XcTHVHN�\$R'I
NPF'G�_�L�K�K!G�[
n$a�NP\�L:R�_�LDG��c_�\�G�RDNe\$UWK!G�ZHVH_�G�Z�N�LBa&U!G�_�V'K�GJN#MJL�[�THa�K�N#jBU�_�a:n�a:K
THK!L7Z'VH_�NoTHK!L:lHn�G�Xph¥Q#N�_�a�R´l`Gw_�L:XcTHV'NPG�Z©VHU!\$R'I i _�a:n�a:K
ÚfK!LDZHVH_�N9ÚJK�L�NPLD_�L�n]�/ÚfK!L:N�L7_�L:n � L:K�¾��Ph
®�K	.SùS�Hõa¯|ùS°`õ�ù�2424Kîö%.�®�KM.eù c,G�N�±�á ðÕ)òJÑ ß ~ Õ �BÜ@¢ß ~ h � G�[
_�a�VHU�G
_�L:XcTHV'NP\�RHI<±xL�RHn�j K!G�}DVH\�K�G�U+NPF'Gmb�a:n�VHG�L�O]b�a:K!\$a�lHn$G
ß]d,\$N�_�a:Rwl`G�_�a:n�_�V'n$a�NPG�ZwlDj � n$\�_�Gya�n$L�RHG7hYE�F'G�K!G�O^L:K!G7d~MJG
_�a�R�V'U�G�N�FHG�O^L:n�n$LM�\�RHI�G�}DVHa�NP\�L:RHU�N�Ls_�L�XYT'VHNPG�N�FHGyU!n$L�T�G
L:OSNPFHG�n�\$R'G�a:K�K!G�I�K�G�U�U!\�L:Ryn�\$R'G7�

¥ á
ðÕ)òJÑ ��ß~Õ��¤¢ßg�P��à�Õ��£¢à��ðÕ)òJÑ ß ~ Õ �pÜ@¢ß ~

á � ß]Ñg�¤¢ß
± Ò�Ó�Ó�Ó�Ò ß ð �¤¢ß

± ��í���à Ñ �¢à~Ò�Ó�Ó�Ó�Ò#à�ð��¢àS�

E�FH\$U
\$RHZ'\$_�a:NPG�U�NPFHa�NkNPFHG�N�a:U!vsL:O@_�L:XcTHV'NP\�RHI8¥B\�U�a:n�U�L
K�G�ZHVH_�G�Z|N�LcamU!G�_�VHK�G&N#M@L:[.THa:K!N#jcU�_�a:n�a:K@THK�LDZHV'_�N9THK!L:lHn�G�Xpd
a:RHZªN�F7V'U|_�a�R�l�G�U�L�n$b�G�ZªVHU!\$RHI i _�a:n�a:K�ÚJK�LDZHV'_�NyÚJK�L�NPL:[
_�L�n��^ÚfK!L:N�LD_�L:n � L:K�¾��PhmE�FHG�ZHG�NPa�\$n�U�L:OJNPFHG�THK!L:N�LD_�L:n]a�K�G
ZHG�U!_�K!\�l�G�Z \�R�NPFHG�O^L�n$n�LM�\$R'I`�
ô�õ�ö��ö��:ö`ø��`ýwþ ¿ ¢»·!°�¥M¢  &§�¦g´�ÿ½¹2¥b¨6À ¿ ¨©¹g¨©µ¶¯»¨6µ¶·»¹gÂ�¦"J¹2ÂaÀ�¯»µ¶¯
ÿ½¥M¦2¨6¦Q·»¦gÂ�µ¶B§%¢Q¨6¢Q¥M¦x£A¢QJ¢»¦g°�¯a¨j¦Q²g¢QÂ ���
-/.�01���243 � n$\�_�G�F'a:U�a�Z'a:NPa|U�G�N o Ñ�á£��ßgÑ�Ò�Ó�Ó�Ó�Ò#ß ð �Pd'a:RHZ
� L:loFHa:U�a�RHL:N�FHG�K�ZHa�NPacU!G�N o ~ á5��à Ñ Ò�Ó�Ó�Ó�Ò#àDð~��h
5 ���0��16263 � n$\�_�G�a�RHZ � L:loI:G�N�U(�Ya�RHZ8¥�h

� h � n�\�_�Gk_�L�XYT'VHNPG�U"¢ß]d � á ðÕ)òJÑ ��ß Õ �£¢ßf� ~ d7a�RHZ"±xáðÕ òJÑ ß ~ Õ �pÜ@¢ß ~ h
¼`h � L:lo_�L�XYT'VHNPG�UW¢àoa:R'Zyópá ðÕ)òJÑ ��à Õ �£¢à,� ~ h
¾`h � n�\�_�G
a�RHZ � L:lsV'U�G i _�a�n$a�K�ÚfK!LDZHVH_�N+ÚfK!L:N�L7_�L:nJ�/ÚfK!L:[

NPLD_�L:n � L:K�¾��eNPLc_�L�XYT'VHNPG

� á � ß Ñ �£¢ß
� Ò�Ó�Ó�Ó�Ò ß�ð`�£¢ß

� ��í:� à Ñ �£¢à
ó Ò�Ó�Ó�Ó�Ò àDð`�£¢à

ó �
¥ á � ß Ñ �£¢ß

± Ò�Ó�Ó�Ó�Ò ß�ð`�£¢ß
± ��í:��à�Ñg�£¢à�Ò�Ó�Ó�Ó�Ò3à ð �¤¢à,�

4.4 HomogeneousModel

ô�õ�ö�÷eøîùDú � ý�þ ¿ ¢¸·Q°�¥M¢  &§�¦g´�ÿ½¹2¥b¨6À ¿ ¨©¹g¨©µ¶¯»¨6µ¶·»¹gÂ�¦"J¹2ÂaÀ�¯»µ¶¯
ÿ½¥M¦2Á!Âa¢Q±*µ¶$§e¦g±%¦M£�¢QJ¢»¦g°�¯`¨P¦Q²g¢QÂ � � n�\�_�GYFHa:UkaoZHa:N�a U!G�N
oyÑ á5����ß Ñ Ò#à Ñ �#Ò�Ó�Ó�Ó�Ò���ß Þ Ò3à Þ �P��d�a:R'Z � L:l�F'a:Uea:RHL�NPFHG�KSZHa�NPa

Û



Alice Bob

x_1

x_2

x_n y_n

y_2

y_1

Alice Bob

y_1x_1

x_2 y_2

x_k y_k

x_{k+1}

x_{k+2}

x_n

y_{k+1}

y_{k+2}

y_n
x_n

x_2

y_1

y_2

y_n

(a) No Cooperation Situation (c) Homogeneous Cooperation Model(b) Heterogeneous Cooperation Model

x_1

Figure 2. Two Models of Cooperation
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