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ABSTRACT

Garg, Vaibhav. M.S., Purdue University, May, 2009. Security Concerns in
Telecare and Telemedicine. Major Professors: Jeffrey Brewer and Victor
Raskin.

Telecare and Telemedicine services are a technology-based replacement for in-
home care services provided primarily to the elderly and consumers recovering
from certain ailments. While these services are mostly successful in the pilot
stages they tend to fail in real life settings. One major reason for this failure may
be attributed to security issues associated with these services. This research
attempts to identify the various Telecare/Telemedicine-related areas whose
security issues need to be addressed. The research looks at the work conducted

in the field and the issues still to be addressed.



CHAPTER 1. THE PROBLEM

In-homecare services are currently used to provide assisted living for
people with disabilities, the elderly and individuals recovering from medical
procedures. A major component of these services includes an in-home caregiver
who provides continuous support to consumers with their needs and tasks. There
is, however, a downside to these services. These services are expensive
(Absher, 2009) and they may also curb individual autonomy. Other problems
associated with in-home care include physical abuse and negligence leading to
consumer death (Nerenberg, 2002) and staff shortages. Logistics of services
may also lead to the need for consumer relocation. One promising alternative to

in-home care services is the use of Telecare services.

1.1. Introduction

Access to quality medical care and diagnosis can be a problem in remote
areas with low population density and/or poor connectivity to other areas. In
these areas hospitals may suffer from lack of specialists. Even in areas with
ample medical resources having a round the clock specialist might not be a
feasible option. Telemedicine seems to be a promising solution. It allows

consumers to transfer medical data over networks to doctors and other health



care professionals who make a diagnosis on the basis of this data. So if a
patient needs a radiologist in one part of the world their data can be sent to a
radiologist in another corner of the world where one is available and a diagnosis
can be obtained at any time of the day.

Telecare/Telemedicine is a technology-based replacement for traditional
care and provides a relatively inexpensive solution that allows consumers to
remain in their own homes while maintaining their independence. A basic
telecare system consists of a monitoring device and a response system. The
monitoring system (for example a camera) allows the caregivers to keep a check
on the consumers’ condition. The response system, for example a two-way
audio, allows the remote caregivers to communicate/interact with the consumer
and provides them instructions. Should an emergency arise, a nearby team of
caregivers is immediately dispatched to the consumer’s home.

Telecare is used to provide assisted living to the elderly and was recently
piloted in the homes of adults with intellectual disabilities (Buono et al., 2007).
Telecare may be used to provide nursing assistance (or monitor) to consumers
(e.g. diabetes) (Malasanos et al., 2005) and to assist alcoholics (Linke et al.,
2005). In the case of recovering consumers, for example individuals suffering
from diabetes, sensors specific to the recovery or support needs of the consumer
would be used, for example glucose meters (Malasanos et al., 2005).

Several trials of Telecare and Telemedicine services are reported the
world over and an effort is being made by different countries to use them in place

of traditional care. Some of the positives cited are cost effectiveness and better



accessibility. Many of the trials report positive results in pilot stages. However
they prove to be less successful in real life implementations (Tanriverdi, lacono,
1998; Berg, 1999). Some researchers found the research methodology used in
the trials to be suspect (Whitten et al., 2007). At the same time, researchers
(Broens, et al., 2007) state that there are five determinants that ensure that
Telemedicine projects that are successful in the research stages are also
successful in the real world. Unless all of them are addressed success in pilot
stages may not be reflected in real life implementations. One of these
determinants is Policy and Legislation. Security is described as a part of this
determinant. This research attempts to look at how well security is addressed in

Telecare and Telemedicine research.

1.2. Statement of the Problem

Networks are central to the success of Telecare/Telemedicine services.
These services allow data to be collected in a remote location and then sent over
a network to a central location where qualified professionals can process
information. Networks are the backbone for this to occur and thus need to be
robust. Data must be secure when it is transferred. Once it reaches the desired
location it should only be accessed by authorized individuals. It should be
possible to follow audit trails to ensure that no information is accessible to
anyone other than authorized individuals. At the remote location these services

use sensors to monitor the consumer. There is a need to authenticate the



consumer to ensure that the data obtained from the sensor are that of the
consumer and not someone else’s, especially in cases where the consumer is
living with other individuals like children. For example a thermometer that does
not authenticate the consumer might send the temperature of consumer’s
children and not the consumer. Physical security and safety also become a
cause for concern in remote locations that might not be easily accessible by
emergency caregivers. Data must be accurate and arrive in time to make an
early intervention.

To make a service completely secure one would require infinite resources.
Telecare and Telemedicine services are bounded by resource constraints just
like any other real world service. Thus individual services need to analyze what
vulnerabilities from which they suffer. For different services, different
vulnerabilities would have a different level of importance. For example, for
consumers with AIDS, privacy would be most important. On the other hand, for
elderly people in remote locations physical safety might be more important. Thus,
threat modeling is important. It is important that the service not only be secure
but that it states what it is secure against. Research in telemedicine is
inadequate (Huston, 1999a; Huston 1999b). It either does not address security

concerns or provides security solutions without building a threat model.



1.3. Significance of the Problem

The number of people requiring assisted living is steadily increasing
(Haigh et al., 2002). Concurrently, the number of healthcare providers is
decreasing (Dutch ministry of health welfare and sport, 2004). Conventional care-
giving services suffer from various issues including high attrition rates amongst
the caregivers, costly training of new staff and cases of abuse and negligence
(Hawes, 2002). Thus the need exists to identify an alternative to conventional in-
homecare services. One of the available alternatives is group homes in which
residents experience the same issues as those receiving homecare services
including negligence, staff abuse, high costs and loneliness (Emerson, 2004;
Felce, et al., 2008; Stancliffe et al., 2007). Group homes generally house two or
more consumers who live together, which may have a negative impact on
personal safety (Emerson, 2004).

One promising alternative to in-homecare is Telecare. It is a relatively new
technology and yet to be fully tested. Public perception of this service is not
highly favorable as consumers may be reluctant to allow for continual video
monitoring and the fear of “big brother watching” (Erkert, 1997; Percival et al.,
2006) in the home. Elderly consumers may be perceived as less responsive to
technology (Loera, 2008). Other stakeholders e.g. service providers, independent
case managers, legal guardians and relatives may also not perceive Telecare to
be a very reliable technology and are concerned safety, security and privacy.

One major concern is the presence of a camera in their homes (Erkert, 1997;



Percival et al., 2006; Whitehouse et al., 2002). A consumer can view and account
for a caregiver’s actions in a traditional setting. But when the caregiver is remote
their actions are not visible to the consumer. Thus there might be concerns about
a caregiver abuse. Thus researchers need to be able to improve perception of
safety, security and privacy. As Telecare becomes widespread the data it
transfers will be covered under HIPPA and other privacy laws and it will need to
meet standards like HL7. Issues of safety, security, privacy, poor perception of
technology are common to both Telecare and Telemedicine and have to be

addressed before Telecare/Telemedicine can become more widely accepted.

1.4. Statement of the Purpose

The purpose of the study is to review the literature examining the security
issues associated with Telemedicine services in general and Telecare services in
particular. There are two aspects of security, one is the actual level of security
and the other is the perceived level of security. Research addressing either
aspect will be covered by this study, which proposes to identify the areas that
require greater attention. It is also necessary to examine the proposed solutions
and determine if they are adequate. While examining these solutions, this review
will discuss how they were tested, the scope of testing, and the generalizability of
findings. The framing of this research is based on Whitten et al. (2007) who

conducted a systematic study of research methodology in telemedicine studies.



This research will replicate their methodology when applied to security issues in

Telemedicine and Telecare.

1.5. Definitions

1. Telemedicine: Telemedicine is the umbrella term that covers various
technology-based solutions that allow medical care to be provided from
remote facilities.

2. Telecare: Refers to remote care services wherein consumers are
monitored by a remote staff by means of sensors. A basic Telecare setup
consists of a two-way audio communication channel and a video
monitoring system on the consumer end. For the purpose of this article
Telecare and Telemedicine are going to be used interchangeably.

3. Privacy: It is the virtue by which an individual can control access to his or
her information.

4. Safety: Safety is defined as a passive risk like falling from the stairs.

5. Security: In this study security acts as an umbrella term to the various
kinds of risks a Telecare consumer might be exposed to. These risks
might be active like a thief entering the house or passive like the
consumer falling from the stairs. These risks can also be technological in

nature like the consumer’s data being sent over unencrypted channel.



6. Assisted Living: Consists of all kinds of living facilities for the consumer,
e.g. elderly and the intellectually disabled, that does not include Telecare
like group homes and in-home care and nursing facilities.

7. In-home care: In-home care refers to on site care. In this setting the
consumer is usually provided with round the clock care by an onsite
caregiver. The consumer lives independently either by themselves or with
a relative.

8. Group Homes: In this setting a group of consumers live in a community
home. Caregivers provide round the clock assistance. It is different from

In-home care as the consumer lives along with other consumers.

1.6. Assumptions

The study assumes that a review of articles would be adequate to build an

idea about the state of research in security in Telecare/Telemedicine.

1.7. Delimitations

The purpose of the study is to identify the prevailing security-related
issues using Telecare/Telemedicine. The second purpose is to identify the
solutions, if any, proposed for those problems and the limitations of those
proposed solutions. It is not the purpose of the study to provide original solutions

to the problems.



1.8. Limitations

Due to constraints of resources, the study can only review a limited
number of articles. Currently the study as it is designed only reviewed 58 articles.
It is also possible that the automated search using keywords may entirely miss
articles whose primary purpose was not to address a security related issue, but

who however talk about security as a part of their research.
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CHAPTER 2. LITERATURE REVIEW

Thompson (1984) marked a change in how we viewed computers and
networks. It established the ease in which malicious components can be hidden
inside a system without the users knowledge. We could no longer trust a system
even if we studied all its components. The latest systems with Windows Vista (50
million lines of code) (Manes, 2007) and Intel processor (2,100,000,000
transistors) (Sinyee, 2008) are often too complex for the consumers to even
check each component. Then we also have the human component of training
and the lack of which allows for social engineering (Mitnick, Simon, 2002). The
threat now went from being technology based to being human based. The best
security services were worth nothing if the staff gave the secrets out. This led to
the concept of insider threats (Schneier, 2005). Recently attacks on epilepsy
patients (Poulsen, 2008) showed that miscreants can use networks to cause

harm not only in the digital world but also in the physical world.

2.1. Why Bother: Why do we need Security?

Networks are central to the existence of Telecare services. Networks allow
communication between the remote site where the consumer is being provided

care and the base site where they are being monitored by the care-giving staff.
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Without this communication it would not be possible for the caregivers to ensure
that the consumer is safe and secure. Data are transmitted in various forms
including video (from the camera), audio (from the microphone), location-based
(from the sensors placed on doors) or medical (like from glucose meters). As
such, it is essential that the security of this system is robust and reliable. But by
nature of being a network Telecare services may suffer the same security issues
encountered by standard networks.

For example, providing secure reliable data transfer between the
consumer’s home and the remote site where the consumer is being monitored is
a concern. Often, the data transmitted from the consumer’s home are medical in
nature and thus, fall under the confidentiality guidelines afforded to consumers
under the Health Insurance Portability and Accountability Act (HIPPA). There is
also the problem of access control. A video that is sent to the remote site can
easily be re-recorded and then accessed by unauthorized personnel. There are
also issues of trust. An onsite caregiver can be viewed by the consumer and
thus, their actions may be perceived to be more safe since there can be
accountability for their actions. On the other hand, most telecare services engage
a one way video communication channel at best that does not let the consumer

view the actions of the remote caregiver.

Broens et al. (2007) state the following:
Security is important in two ways: patient physical safety and patient

information security. For acceptance of telemedicine implementations
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adequate security mechanisms have to be taken into account. These

security mechanisms should support the crucial trust relation between

health-care providers and patients. The review showed that there is also

need for secure information transfer and authorization mechanisms. (p.

306)

Telecare is also covered under the umbrella term of telemedicine and
thus, is subject to the same determinants as telemedicine. Thus, security is as
important in telecare as in other applications of telemedicine. A consumer using
telecare services should be ensured information security. The information
collected (audio, visual and textual) on a consumer should be transferred over
secure lines and should be accessible only by authorized individuals. If a
transgression is made it should be possible to audit and the entity responsible
held accountable. Similar to other information technology applications, the
problem is of Authorization, Authentication and Accounting (Stell, Sinnott, Ajayi,
2006). Savastano et al. (2008) notes, “If patients are not confident that their
information is acquired, transmitted and stored in a secure and confidential way,
they will probably not be keen to reveal accurate and complete information.
(p-386)” Lack of accurate and complete information lowers the quality of
healthcare. Poor quality of care would reduce the confidence of both the
providers and the consumers in Telemedicine/Telecare services.

Security issues need to be addressed in a methodological and thought out
manner. In software, it is an acceptable practice to release patches after an

incident reveals a vulnerability. However, this might not be acceptable in the field
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of medicine since the damage here would not be in terms of data, but it would be

in terms of human life. Thus, a good design for security analysis is warranted.

2.2. Step One: Threat Modeling

Bruce Schneier (1996) states the following:
A good design starts with a threat model: what the system is designed to
protect, from whom, and for how long. The threat model must take the
entire system into account-not just the data to be protected, but the people
who will use the system and how they will use it. What motivates the
attackers? Must attacks be prevented, or can they just be detected? If the
worst happens and one of the fundamental security assumptions of a
system is broken, what kind of disaster recovery is possible? The answers
to these questions can't be standardized; they're different for every
system. Too often, designers don't take the time to build accurate threat
models or analyze the real risks.
Threat models allow both product designers and consumers to determine
what security measures they need. Does it makes sense to encrypt your
hard drive if you don't put your files in a safe? How can someone inside
the company defraud the commerce system? Are the audit logs good
enough to convince a court of law? You can't design a secure system
unless you understand what it has to be secure against. (Why

Cryptography is harder than it looks, para. 16)
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Threat modeling allows a developer to identify the attack vectors to which
a system may be subjected. Telemedicine systems have both human and
technology components and thus they are subject to attacks suffered by both as
well as attacks specific to the overlap of these components. Different
telemedicine implementations would suffer from different kinds of attacks. While
a generic threat modeling is required, there should be a provision for threat
modeling of each individual implementation. In the case of older adults, special
attention needs to be paid to physical safety measures, like detection of falls. On
the other hand, for diseases like HIV/AIDS, which can lead to social implications,
special attention needs to be paid to privacy. Telemedicine implementations used
for clinical trials need to pay more attention to anonymization of data.
Implementations using medical information essential for diagnosis would require
data integrity. If multiple people are using a system there would be a need for

authentication and access control.

2.3. Step Two: Solving the Puzzle

Once threats are identified, they need to be prioritized. To make
something completely secure one would require infinite resources. However,
most Telemedicine service providers are resource constrained. It is especially
difficult to justify spending money on security, since security works best when
nothing happens. Thus it is important that resources are being spent on more

ominous threat vectors.
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Once the provider identifies the major security threats, they need to make
sure that they opt for the right solutions. One way of doing this is by adhering to
standards. For example using Secure Socket Layer to establish a secure channel
for data transfer. But even using standards would not end the problem. There is
the question of implementation. If a standard were not implemented correctly it
would still be vulnerable. Sometimes standards outlast their utility. For example,
DES and WEP continued to be the standards long after they were proven
insecure.

Then there is the issue of usable security. If a system is secure but not
usable it would either be underutilized or used in improper manner. For example
too many alerts can render the user insensitive to the importance of the alert.
Haigh et al. (2002) notes, “One of the greatest challenges for systems in this
domain is to provide an interface for potentially technophobic users with varying
capabilities and constraints. Older adults have more difficulty learning new
computer skills, and interfaces that are poorly designed cause devices to be

abandoned. (p. 7)”

2.4. Step Three: Testing

Once the solution is implemented it should be tested. Reliability is one
issue. Does the system give false positives or false negatives? What is the
threshold above with false positives/negatives would become unacceptable?

Availability is another issue. A lot of network based systems are susceptible to
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Denial of Service attacks. This might be a problem for certain implementations.
For example, in case of patients requiring critical care, Denial of Service can lead
to psychological and physical injuries. Recovery and backup is the final issue that
should be tested. What happens when a system fails? How effective are the
emergency measures? How much time is spent before the system is running
again? All these questions need to be answered and should be evaluated by
using metrics.

Training is the most important and probably the most neglected part of
building a secure system. Most providers do not realize that no system can be
secure unless the people who are handling these systems are trained to use
them in a secure and reliable manner. There have been several cases of
systems failure due to human negligence. This is especially true when systems

fail due to social engineering (Mitnick et al., 2002).

2.5. How Safe is Safe Enough?

Fischhoff et al. (1978) noted, “ Acceptable risk for a new technology is
defined as that level of safety associated with ongoing activities having similar
benefits to society.” Stakeholders like consumers and providers will compare
Telecare/Telemedicine services to traditional care. Thus, once the system is in
place it is important to evaluate the perception of the system for different
stakeholders. Even if the system is completely secure, but the provider does not

feel that it is, they are unlikely to suggest it to a consumer. At the same time if the
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consumer feels the system is either insecure or intrusive they are unlikely to use
it. Telemedicine systems in particular should be evaluated for perceptions, since
they are perceived as intrusive and ineffective (Percival et al., 2006) since
caregiving is usually assumed to be a human experience. For consumers
suffering with dementia, Whitehouse et al. (2002) note, “Will computers diagnose
dementia based on a pattern of inefficiencies in their use? More importantly, will
computers be able to adapt to their aging users, presenting in ways that account
for their cognitive abilities? (p. 4)” Due to the poor perception of computer aided
assistive living technologies it is important to measure the same for different

stakeholders.



18

CHAPTER 3. METHODOLOGY

This study aims to access the research conducted in security in telemedicine

in general and Telecare in particular. The study will identify the key areas that

were studied and the respective pros and cons of the solutions being proposed.

The study also aims to identify security measures that need immediate attention

due to lack of research or the significance of the threat. Several journals were

searched with the following keywords:

1.

2.

Telemedicine and Security
Telemedicine and Safety
Telemedicine and Privacy
Telecare and Security
Telecare and Safety

Telecare and Privacy

The following journals were searched. Some of the journals were not

searched individually but were searched through a database called PubMed:

1.

2.

3.

Journal of Telemedicine and Telecare.
Journal of the American Medical Informatics Association

Journal of Nursing Management



9.

19

International Journal of Medical Informatics
International Journal of Telemedicine and Applications
Health and Social care in Community

Computer Methods in Biomedicine

Quality Assurance and Devices in Telemedicine

Medical Journal of Australia

10.EBMS Annual International Conference

11. Informatics for Health and Social Care

12.Telemedicine Journal and e-Health

13. Telemedicine Today

14.Studies in health technology and Informatics

In all 66 articles were found. Eight articles, found with the search phrase

‘Telemedicine and Safety’, were excluded since they were not pertinent to this

research. Articles used in the literature review were excluded. In the end 58

articles were collected and coded according to the following scheme for meta-

analysis:

1.

2.

Article Title

Research Questions

Security Issues

Types of Security issues e.g. Privacy, Physical Safety
Threat Model

Metrics (yes/no). If yes, what metrics?
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7. Significance of Problem
8. Solution Proposed (or Results)
9. Solution tested (yes/no). If yes what were the results?
10. Limitation

This is a qualitative study that aims to do a meta-analysis of the reviewed
articles. Once the articles were coded, the study would bring to light the areas
of security that were not addressed adequately and their importance. The
study also attempts to look at the proposed solutions and bring to light their
limitations. Finally, the most important focus of the study is on identifying the
problems in the methodology of research pertaining to security issues in

Telemedicine and Telecare.
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CHAPTER 4. DATA

In this section we present each individually coded article. Each new article starts

after a page break to maintain readability.
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4.1. Paper 1

. Article Title

Columbia University’s Informatics for Diabetes Education and

Telemedicine (IDEATel) Project: Technical Implementation

a.

. Research Questions

Evaluate feasibility, acceptability, effectiveness and cost

effectiveness of telemedicine.

. Secur