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Abstract

We propose a novel scheme for selective distribution of emntencoded as documents, that
preserves the privacy of the users to whom the documentsedireerd and is based on an efficient
and novel group key management scheme.

Our document broadcasting approach is based on accesslqmiicies specifying which users can
access which documents, or subdocuments. Based on suclepoéi broadcast document is segmented
into multiple subdocuments, each encrypted with a diffefay. In line with modern attribute-based
access control, policies are specified against identitybates of users. However our broadcasting
approach is privacy-preserving in that users are granteelsado a specific document, or subdocument,
according to the policies without the need of providing ieatlinformation about their identity attributes
to the document publisher. Under our approach, not only deesdocument publisher not learn the
values of the identity attributes of users, but it also doatslearn which policy conditions are verified
by which users, thus inferences about the values of ideatifjbutes are prevented. Moreover, our
key management scheme on which the proposed broadcastimgaahp is based is efficient in that it
does not require to send the decryption keys to the userg alah the encrypted document. Users
are able to reconstruct the keys to decrypt the authorizetibps of a document based on subscription
information they have received from the document publisiibe scheme also efficiently handles new

subscription of users and revocation of subscriptions.

Index Terms

Privacy, Identity, Document Broadcast, Policy, Key Mamagat, Access Control

I. INTRODUCTION

The Internet and the Web have enabled tools and systems ifcklyjdisseminating data, by
posting on Web sites or broadcasting, to user communities large variety of application
domains and for different purposes. However, because dl leguirements, organizational
policies, or commercial reasons, selective access to taads be enforced in order to protect
data from unauthorized accesses. Modern access contr@lsnéile XACML [1], allows one to
specify access control policies that are expressed in tefrognditions concerning the protected
objects against properties of subjects, referred tadestity attributes characterizing the users

accessing the protected data. Examples of identity até#binclude the role that a user has in



his/het organization, the age, and the country of origin. A user trardies a given access control
policy, if its identity attributes verify the conditions ¢fie policy. The use of such an approach
is crucial to simplify access control administration angart high-level policies closer to
organizational policies and is in line with current inihes for digital identity management [2],
[3], [4], [5], [6]. An approach to support fine-grained sdlee attribute-based access control
for use when posting or broadcasting contents is based aypmimg each content portion to
which the same access control policy (or set of policies)iapmith the same key, and then
distributing this key to each user, verifying the policy @ty policy in the set) associated with
the content portion. A user would thus receive all the keygtie content portions the user can
access [7], [8].

A critical issue in such a context is represented by the faat very often identity attributes
encode privacy-sensitive information and this informatizas to be protected, even from the
party distributing the contents. Privacy is considered g fexjuirement in all solutions and
initiatives for digital identity management. It is impontato notice that because of the problem
of insider threats, today recognized as a major source afttiaft and privacy breaches, identity
attributes should still be strongly protected even if thetypalistributing the contents and the
content recipients belong to the same organization. Totdatproblem of disseminating contents
to user groups by enforcing attribute-based access contribd at the same time assuring the
privacy of the user identity attributes has not been addrkess

The goal of this paper is to address such a problem. In ther papdevelop an attribute-based
access control mechanism whereby a user is able to decrgpdisiseminated contents if and
only if its identity attributes satisfy the content provigepolicies, whereas the content provider
learns nothing about user’s identity attributes. The meigma is fine-grained in that different
policies can be associated with different content portighnsiser receives only the encryption
keys associated with the portions the user is entitled tessccA crucial aspect of such an
approach is key management. In this paper, we propose al#ékely management scheme and
integrate it with techniques for oblivious transfer of infaation. The proposed key management
scheme satisfies the following requirements [9]:

. Minimal trust requires the key management scheme to place trust on a sumaben of

"We shall use “it” and “its” to refer to a user and the user’s ownershigpeetively, in the rest of the paper.



entities.
. Key indistinguishability requires that for given public information, any elementhe key

space has the same probability of being the real key.
. Key independencerequires that a leak of one key does not compromise other. keys
« Forward secrecyrequires that a user who left the group should not be able ¢desscany

future keys.
« Backward secrecyrequires that a newly joining user should not be able to a&caeyg old

keys.
« Collusion resistancerequires that colluding users can not obtain keys which #dreynot

allowed to obtain individually.
. Bandwidth overheadrequires that the rekey of the group should not include a highber

of transmitted messages.
« Computational costsshould be acceptable at both the key server and users.
« Storage requirementsshould be minimal; high storage of keys or relevant data reed

avoided in the key management scheme.

In the paper we propose a new protocol for content disseramathich assures policy-based
access control, preserves users’ privacy and satisfiehalabove requirements. We formally
analyze the protocol and carry on an extensive experimentdlation to assess its efficiency
and scalability. In the rest of the paper we will use the teoouwnents to refer to contents and
to subdocuments to refer to content portions.

The rest of the paper is organized as follows. Section lludises the related work. Section I
provides an overview of our scheme. Section IV introduces libsic notions on which our
approach is based. Section V presents our new scheme famaéot¢ibroadcasting, and Section VI
analyzes the our scheme in terms of security and efficienegti@ VIl presents the result
of our experiments. In Section VIII we further discuss isssech concerning scalability and
optimization of the proposed scheme. Section IX concludegpaper and outlines future research

directions.

II. RELATED WORK

Approaches closely related to our work have been investijatthree different areas: selective

publication and broadcast of documents, attribute-basedrgy, and group key management.

2We assume the adversaries have access to any public information andatibn that users who left the group hold.



The database and security communities have carried outswéeresearch concerning tech-
niques for the selective dissemination of documents basedcoess control policies [7], [8],
[10]. These approaches fall in the following two categaries

1) Encryption of different subdocuments with different &ewhich are provided to users at

the registration phase, and broadcasting the encryptedbsuments to all users [7], [8].
2) Selective multicast of different subdocuments to ddféruser groups [10], where all

subdocuments are encrypted with one symmetric encrypeggn k

The latter approaches assume that the users are honest arad thg to access the subdoc-
uments to which they do not have access authorization. Tdrerethese approaches provide
neither backward nor forward key secrecy. In the former eaghes, users are able to decrypt
the subdocuments for which they have the keys. However, appinoaches require all [7] or
some [8] keys be distributed in advance during user regisirgphase. This requirement makes
it difficult to assure forward and backward key secrecy whearugroups are dynamic with
frequent join and leave operations. Further, the rekey gg®ds not transparent, thus shifting
the burden of acquiring new keys on existing users when stlgave or join. In contrast, our
approach makes rekey transparent to users by not distrgpatitual keys during the registration
phase.

Attribute-Based Encryption (ABE) [11] is another approach implementing encryption-
based access control to documents. Under such an appraaeh,are able to decrypt subdocu-
ments if they satisfy certain policies. ABE has two variasioassociating encrypted documents
with attributes and user keys with policies [12]; asson@tuser keys with attributes and en-
crypted documents with policies [11]. In either cases th& ob key management is minimized
by using attributes that can be associated with users. Hawévese approaches require the
attributes considered in the policies to be sent in cleavirtggsuch clear texts reveals sensitive
information about users during both registration and daindistribution phases. In contrast,
our approach preserves user privacy in both phases, in eas are not required to reveal the
values of their identity attributes to the content disttdsu

Group Key Management (GKM) is a widely investigated topithia context of group-oriented
multicast applications [9], [13]. Early work on GKM reliecha key server to share a secret
with users to distribute keys to decrypt documents [14]].[Brich approaches suffer from the

drawback of sendin@(n) rekey information, where is the number of users, in the event of join



or leave to provide forward and backward secrecy. Hieraetiey management schemes [16],
[17], where the key server hierarchically establishes iecthannels with different sub-groups
instead of with individual users, were introduced to redthie overhead. However, they only
reduce the size of the rekey information@glog »n), and furthermore each user needs to manage
at worstO(log n) hierarchically organized redundant keys. Similar to thieitspf our approach,
there have been efforts to make rekey a one-off process[fliH], The secure lock approach [18]
based on the Chinese Remainder Theorem (CRT) performs a shoglédast to rekey. However,
the proposed approach is inefficient for large@alues as it requires performing CRT calculation
involving n congruences each time a new document is sent. The access| quoliynomial
approach [13] encodes secrets given to users at regisirptiase in a special polynomial of
order at least: in such a way that users can derive the secret key from thignpoiial. The
special polynomials used in this approach represent onlgnall ssubset of domain of all the

polynomials of ordem, and the security of the approach is neither fully analyzedproven.

I1l. OVERVIEW

1. Identity Token Issuance 2. Identity Token i i

IdMgr

Pub

/ \
‘
T} c

Fig. 1. Overview of our content dissemination scheme

Our scheme for selective distribution of documents inveli@ir main entities: th&ublisher
(Pub), the users referred to &ibscribergSubs)? the Identity ProvidergIdPs), and thddentity
Manager(IdMgr). It is based on three main phases (see Figur&étity token issuanceentity

token registrationanddocument dissemination

3In what follows we use the terrBub; however in practice the steps are carried out by the client softwarspaeently to

the actual end user.



1) Identity token issuance IdPs issue certified identity attributes 8ubs. Subs present their
identity attributes to thédMgr which is a trusted third party that issuiekentity tokengo Subs.

An identity token contains th8ub’s pseudonym, a tag that identifies the identity attribute] a
the cryptographic semantically secure commitnfeot a Sub ’s identity attribute value. Identity
tokens are used bubs during the registration phase.

2) Ildentity token registration. In order to be able to decrypt the documents that will be
received from thePub, Subs have to register at thBub. During the registration, eac8ub
presents its identity tokens and receives from Budbd a conditional subscription secrdCSS)
for each identity attribute name in tlub’s access control policy condition matching t8ab’s
identity token tag. CSSs are used 8ybs to derive the keys to decrypt the subdocuments for
which they satisfy the access control policy. TRab delivers the CSSs to thSubs using a
privacy-preserving approach based on carrying out OCBE potgg19] with theSubs. The
OCBE protocols ensure thatSub can obtain a CSS if and only if tHfeub’s committed identity
attribute value (withirSub’s identity token) satisfies the matching condition in figb’s access
control policy, while thePub learns nothing about the identity attribute value. Note tiw only
the Pub does not learn anything about the actual value&sabs’ identity attributes but it also
does not learn which policy conditions are verified by whiglbs, thus thePub cannot infer
the values ofSubs’ identity attributes. ThuSubs’ privacy is preserved in our scheme.

3) Document Dissemination The Pub broadcasts selectively encrypted documentSubs.
The broadcast is based on access control policies thathgpduch documents or subdocuments
Subs are entitled to access. Such policies specify conditigasnatSubs’ identity attributes.
Documents are divided in subdocuments based on the acaeatss|qmlicies that apply to them.
The policies apply to a subdocument fornpalicy configuration For each policy configura-
tion, the Pub generates a symmetric key and encrypts all the subdocuments to which the
configuration applies with the same symmetric key. To allBumbs to derive the keyx for a
given policy configuration, th&@ub builds a matrixA where each row representsSaib who
has been delivered CSSs for the conditions of an access tpotity in the configuration; the

matrix entries are computed in a certain way using the CSSgedadl to theSub during the

4A commitment scheme or a bit commitment scheme is a method that allowsr dousommit to a value while keeping it

hidden and preserving the user’s ability to reveal the committed value later.



registration phase. Then tiub computes araccess control vector” such thatAY = 0 and
distributes the document with a vectdf = (K,0,0,...,0)7 + Y. To derive K a Sub who
satisfies at least one policy in the policy configuration catep akey extraction vector (KEV)
with respect toK and X. Because of the key derivation approach we adopt, our bretidga
scheme efficiently handles new subscriptions and revataiio that the existing CSSs need not

be changed to provide backward and forward secrecy.

IV. BACKGROUND

In this section, we review some basic notions and the crypfgc and mathematical tools

which are relevant to the construction of the scheme, to tiepreader better understand it.

A. Discrete logarithm problem and computational Diffie-lden problem

Definition 1: Let G be a (multiplicatively written) cyclic group of order and letg be a
generator ofz. The mapy : Z — G, p(n) = ¢ is a group homomorphism with kerng|,. The
problem of computing the inverse map @fis called thediscrete logarithm problem (DLP) to
the base of;.

Definition 2: For a cyclic groupG (written multiplicatively) of orderq, with a generator
g € G, the Computational Diffie-Hellman problem (CDH$ the following problem: Giverny®
and ¢® for randomly-chosen secretb € {0,...,q — 1}, computeg®.

Note that CDH-hard is a stronger condition than DL-hard.

B. Pedersen commitment

First introduced in [20], the Pedersen Commitment schema isngonditionally hiding and
computationally binding commitment scheme which is basethe intractability of the discrete
logarithm problem. We describe how it works as follows.

Pedersen Commitment

Setup

A trusted third partyT chooses a finite cyclic grou@ of large prime ordep so that the compu-
tational Diffie-Hellman problem is hard i&. Write the group operation it as multiplication.

T chooses two generatogsand i of GG such that it is hard to find the discrete logarithm/of



with respect tog, i.e., an integek such thath = ¢g*. Note thatT may or may not know the
numbera. T publishes(G, p, g, h) as the system’s parameters.

Commit

The domain of committed values is the finite fiéigl of p elements, which can be implemented
as the set of integet, = {0, 1,...,p—1}. For a party to commit a valuer € F,, U chooses

r € F, at random, and computes the commitment g°h" € G.

Open

U shows the values andr to open a commitment. The verifier checks whether= ¢*h".

C. OCBE Protocols

The Oblivious Commitment-Based Envelope (OCBE) protocolsp@sed by Li and Li [19],
provide the capability of delivering information to quadifi users in an oblivious way. There
are three communications parties involved in OCBE proto@lgeceiverR, a sendelS, and a
trusted third partyl. The OCBE protocols make sure that the receReran decrypt a message
sent byS if and only if R’'s committed value satisfies a condition given by a predicat&'’s
access control policy, whil& learns nothing about the committed value. Note thatoes not
even learn whetheR is able to correctly decrypt the message or not. The supp@riedicates
by OCBE are comparison predicates>, <, <, = and #.

The OCBE protocols are built with several cryptographic ptivas:

1) The Pedersen commitment scheme.
2) A semantically secure symmetric-key encryption algponi€, for example, AES, with key

lengthk-bits. Let&xey[M] denote the encrypted messageunder the encryption algorithm

& with symmetric encryption ke¥ey.
3) A cryptographic hash functio®/(-). When we write H(«) for an inputa in a certain

set, we adopt the convention that there is a canonical engaghich encodes: as a bit
string, i.e., an element 0, 1}*, without explicitly specifying the encoding.
Given the notation as above, we summarize the OCBE protocols- f(EQ-OCBE) and>
(GE-OCBE) predicates as follows. The OCBE protocols for othedisates can be derived and
described in a similar fashion. The protocols’ descripgi@ne tailored to fit the presentation of

this paper, and are stated in a slightly different way thafiL 8.
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EQ-OCBE Protocol
Parameter generation
T runs a Pedersen commitment setup protocol to generatavspstameter®aram = (G, g, h).

T outputs the order of7, p, andP = {EQ,, : z¢ € F, }, where
EQ., : F, — {true, false}

is an equality predicate such thaQ, (x) is true if and only if z = x.

Commitment

T first chooses an element € [, for R to commit. T then randomly chooses < F,, and

computes the Pedersen commitment ¢“h". T sendsz,r, c to R, and sendg to S.
Alternatively, in an offline versionT digitally signsc¢ and sendse, r, ¢ together with the

signature ofc to R. Then the validity of the commitment can be ensured by verifyin@’s

signature. In this way, afte6 obtains T's public key for signature verification, no further

communication is needed betwe&mandS.

Interaction

« R makes a data request &

. Based on this requesy sends an equality predicalEQ,, € P.

« Upon receiving this predicat® sendsS a Pedersen commitment= g*h".

« S picksy € I, at random, computes = (cg~*°)?, and sendR a pair (n = h¥,C =

En()[M]), whereM is a message containing the requested data.
Open
Upon receiving(n, C) from S, R computess’ = ", and decrypts” using H(o”).

The GE-OCBE Protocol can be done in a similar way, but in a bit-by-bit faghfor attribute
values of at most bits long, wher¢e/ is a system parameter which specifies an upper bound for
the bit length of attribute values such ttt< p/2. The GE-OCBE protocol is more complex
in terms of description and computation compared to EQ-OCBE.WM not describe how it
works in this paper. Interested readers can refer to [6] fdetailed introduction.

The OCBE protocol for the< predicates (LE-OCBE) can be constructed in a similar way
as GE-OCBE. Other OCBE protocols (fgt, <, > predicates) can be built on EQ-OCBE, GE-
OCBE and LE-OCBE.



11

V. PROPOSEDSCHEME

In this section we describe in detail our data disseminasipproach. We first introduce the
phase of identity tokens issuance Sobs, followed by the phase in which tHeub generates
and providesSubs proper subscription secrets. We then describe our groyprienagement

scheme. This section also includes an illustrative example

A. Identity Token Issuance

The IdMgr runs a Pedersen commitment setup algorithm to generatensygarameters
Param = (G, g,h). The IdMgr publishesParam as well as the ordep of the finite group
G. TheldMgr also publishes its public key for the digital signature aidpon it is using. Such
parameters are used by thdMgr to issueidentity tokengo Subs. We assume th8ubs hold
identity attributes issued by one or mdPs and present to thielMgr such identity attributes
to receiveidentity tokensas follows. For each identity attribute shown bySab, the IdMgr
verifies its validity> encodes the identity attribute value a& F, in a standard way, and issues
the Sub an identity token. An identity token is a tuple

I7 = (nym,id-tag, ¢, o),

wherenym is a pseudonym for uniquely identifying tigub in the systemjd-tag is the tag
of the identity attribute under consideratian= g*h" is a Pedersen commitment for the value
x, ando is theldMgr’s digital signature fomym, id-tag andc. The IdMgr passes values and
r to the Sub for the Sub’s private use. We require that all identity tokens of the s&®nb
have the samaym,® so that theSub and its identity tokens can be uniquely matched with a
nym. Once the identity tokens are issued, they are use&ulys for proving the satisfiability
of the Pub’s access control policie§ubs keep their identity attribute values hidden, and never
disclose them in clear during the interactions with otheties.

Example 1:Suppose &ub Bob presents his driver's license Mgr to receive an identity

token for his ageldMgr assigns Bob a pseudonypm-1492. IdMgr deduces from the birthdate

5The IdMgr can verify the validity ofSub’s identity either in a traditional way, e.g., through a on-the-spot regjstraor
digitally over computer networks. We will not dive into the details of identity uafid¢heck in this paper.
®In practice, this can be achieved by requestingS® to present a strong identifier that correlates with the identity being

registered. Again, we will not discuss this process in this paper.
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on Bob’s driver’s license that Bob’s age is = 28. The IdMgr randomly chooses a value
r = 9270, and computes a Pedersen commitmert ¢*h". The IdMgr then digitally signs the
message containing Bob’s pseudonym, a tag for “age” and tirengionentc. The identity token

Bob receives from thédMgr may look like this:

I7 = (pn-1492, age, 6267292101, 949148425702313975).

B. Privacy-Preserving Attribute-Based Conditional Suijgton Secret Delivery

We assume that tHeub defines a set of access control policies denoted@BB that specifies
which subdocumentSubs are authorized to access. Access control policies areaftyriaefined
as follows.

Definition 3: (Attribute Condition ).

An attribute conditioncond is an expression of the formname, op [”, where name, is the
name of an identity attributel, op is a comparison operator such as <, >, <, >, #, and!
is a value that can be assumed by attrihdte

Definition 4: (Access control policy.

An access control policycp is a tuple(s, o, D) where:o denotes a set of portions (subdoc-
uments){D,...,D;} of documentD; and s is a conjunction of attribute conditiorsond; A
... Acond, that must be satisfied by ®ub to have access to. ’

Example 2: The access control policy

(“level > 58" A “role = nursé€,

{physical examtreatment plah, “EHR.xml")

states that é&Sub of level no lower than58 and holding a nurse position has access to the
elements “physical exam” and “treatment plan” of documieRR.xml.

Different access control policies can apply to the same atintients because such subdoc-
uments may have to be accessed by different categori€lo$. We denote the set of access

control policies that apply to a subdocumentpadicy configuration

’In what follow we use the dot notation to denote the different componéras access control policy.
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Definition 5: (Policy configuration).

A policy configurationPc for a subdocumerP; of a documenD is a set of policiegacp,, ..., acp,}
whereacp,,i = 1,...,k is an access control polidy, o, D) such thatD; € o.

There can be multiple subdocumentsinvhich have the same policy configuration. For each
policy configuration ofD, the Pub generates a ke} for a symmetric key encryption algorithm
(e.g, AES), and use& to encrypt all subdocuments associated with this policyfigaration.
Therefore, if aSub satisfies access control policiesp,, ..., acp,,, Pub must make sure that
the Sub can derive all the symmetric keys to decrypt those subdontsrt® which a policy
configuration containing at least one access control gd|ep,;(i = 1,...,m) applies.

As in our scheme the actual symmetric keys are not delivefedgawith the encrypted
documents, &ub has to register its identity tokens at tReb in order to derive the symmetric
encryption key from the disseminated data. During the tegfien, a Sub receives a set of
conditional subscription secrets (CSSkased on the identity attribute names corresponding to
the attribute names in the identity tokens. Note that CSSgamnerated by th®ub only based
on the names of identity attributes and not on their valuesa Sub may receive an encrypted
CSS corresponding to a condition which has a value thatSihg identity attribute does not
satisfy. However, in this case, tif&ub will not be able to extract the CSS from the message
delivering it. Proper CSSs are later used b$ub to compute symmetric decryption keys for
particular subdocuments of broadcast encrypted documastdiscussed in Section V-C. The
delivery of CSSs are performed in such a way that $ub can correctly receive an CSS if
and only if theSub has an identity token whose committed identity attributki@asatisfies an
attribute condition ifPub’s access control policy, while thetub does not learn any information
about theSub’s identity attribute value and does not learn whet8ab has been able to obtain
the CSS.

To enableSubs registration, thé>ub first chooses a'-bit prime numbery, a cryptographic
hash functionH (-) whose output bit length is no shorter théh and a semantically secure
symmetric-key encryption algorithm with key lengthbits. ThePub publishes these parameters.
Then for an access control poliacp in ACPB that a subscribeBub; under pseudonymym,
wants to satisfy, it selects and registers an identity tak&n= (nym,, id-tag, ¢, o) with respect
to each attribute conditionond; in acp. Note thatSub, does not register only for the attribute

condition which theSub;’s identity token satisfies; to assure privaByb; registers its identity
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token for any attribute condition whose identity attribui@me matches thiel-tag contained in
the identity token. In this way, thBub cannot infer fromSub;’s registration which condition
Sub; is actually interested in.

The Pub checks ifid-tag matches the name of the identity attributecond;, and verifies
the IdMgr’s signatures using theldMgr’s public key. If either of the above steps fails, tRab
aborts the interaction. Otherwise, tReib generates &-bit random valuer; ; € F,, wherex
is a security parameter chosen by teb. r; ; is the conditional subscription secret. TReb
then starts an OCBE session as a sen8gntd obliviously transferr; ; to Sub, who acts as a
receiver R). ThePub maintains a tablg@” storing all the delivered; ; along with the associated
Sub’s pseudonymmym, and policy conditiorcond;. Upon the completion of the OCBE session
the Pub performs the following actions:

. If nym, does not exist in the table, it first creates a row for it.
. It savesr; ; as a record ir/” with respect tonym, andcond,. An old CSS is overridden

by the new CSS, ; if it already exists. This will allow &ub to update thePub with its
updated identity tokens.

We remark that all CSSs are independent, so the above CSSrdgireeess can be executed in
parallel. Table7 is used by thd?ub to create public information for access control of broaticas
documents, and should be protected.

Example 3:Table | is an example of tabl&. A Sub under pseudonyrpn-0012 who has an
identity token with respect to identity tagle registers for all attribute conditionsr¢le = doc”
and “role = nur” are shown in Table 1) involving identity attributele. This Sub does not
register for attribute conditionslével > 59”, “YoS > 5” 8 and “YoS < 5", either because it
does not hold an identity token with identity téayel or YoS, thus cannot register, or because it
chooses not to register as it only needs to access subdotsimeose associated access control
policy does not require conditions for these attributeseNbat theSub underpn-0829 registers
for both conditionsYoS > 5 and YoS < 5, which are mutually exclusive and thus cannot both
be satisfied by anysub. The registration for both conditions is crucial for priyam that it
prevents théPub from inferring from theSub’s registration behavior which condition ti&ub

is actually interested in. Aub underpn-1492 registers for all five attribute conditions.

8YoS means “years of service”.
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nym level >59 | YoS>5 | YOS <5 | role =doc | role = nur

pn-0012 — — — 86571 96875

pn-0829 47785 56456 87534 — —

pn-1492 11109 4578 10491 13011 60987
ABLE T

A TABLE OF CSS5 MAINTAINED BY THE PuB

C. Group Key Management Scheme

A trivial approach to key management is to deliver all neekd®g to qualifiedSubs. However,
this approach suffers from various shortcomings. Firss & Sub-to-Sub process, as thBub
must delivery the keys to ea®ub individually. Second, key maintenance is expensivSuh
may have to keep track of a high number of keys; whenever aryginan key is changed, every
involved Sub needs to be notified and provided with the new keys.

In this section, we propose a new group key management sclvéiok enables any registered
Sub whose identity attributes satisfy at least one of the acaesdrol policies applicable
to a subdocument to compute the encryption/decryption #eys to view the content of the
subdocument.

1) Basic construction:The Pub generates policy configurations for all subdocument®of
For each policy configuration, thBub identifies all the subdocuments to which the policy
configuration applies, each of which will then be encryptethwthe same symmetric encryption
key. Without loss of generality, we will focus on one subdoemt, referred to a®,, when
introducing the scheme.

Let D;’s associated policy configuration e = {acp,,...,acp,}, where eaclacp,.s is a
conjunction of conditiongond{”’ A ... A cond(!.

For eachacp,, the Pub searches the database taffleto get a list of pseudonym&,, =
{nymgk), ...,nym®1 whose CSS records corresponding to the attribute conditioasp, are

k

in 7. The Pub chooses a suitable value
N > #Uy. (1)
k=1

Let ) ¢ F, be the CSS of a subscriber Wiﬂymgk) for condgk).

i7j
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For Pc (or equivalently,D,), the Pub chooses an encryption kdy randomly fromF;, and

N random valuesy, ..., zy € IF,. Pub lets
1 1 1
1 ag’i ag’% ag’])\,
1 1 1
e )l
1 1 1
1 aﬁll)_l ail)g o aill)ﬁN
A - . . : . . P
1 a:(f‘l) a%) . ag”l&,
1 agfl) agz) ... agf]\;
1 agi)’l agf;)a o agﬁ N
where
(k) _ (k) ),.(k) (k)
a; ; = H(ri,l ||7"i,2 ... ||rzmk||zj) (2)

The Pub solves for a nonzer¢N + 1)-dimensional column vectar” such thatdY = 0. Note
that such a nontrivial” always exists, because the number of rows of matriss less than or
equal toN by (1), thus the null space of is guaranteed nontrivial. We call such a vecior
an access control vector (ACV)

Document Broadcasting.The Pub sets the vector
X = (K,0,0,...,00" +V,

wherev” is the transpose of vecterand K is the encryption key foD,. The Pub broadcasts
the subdocumenD; encrypted withK together with the values, zi, ..., zy, as part of the
entire documenD.

Decryption Key Derivation. If a Sub with nym, wants to view the subdocumem;, it picks

an access control policgcp,, it satisfies, and computes

K =1,a® a® . a®)- X,

) g1 P20 i,

whereaﬁj are computed as in (2). We call afy + 1)-dimensional vector whose first entry
is 1 such thatvY = 0 a key extraction vector (KEWyith respect toK” and X .
New Subscription. When a new subscribe8ub’ registers at théub, the Pub delivers corre-

sponding CSSs t&ub’, and updates the tablE. The Pub then performs a rekey process for
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all involved subdocuments (or equivalently, policy confajions). WhenPub broadcasts new
documents, it also publishes the updafédand z;.

Credential Revocation. The conditions under which &ub needs to be revoked is out of the
scope of this paper. We assume that B will be notified when aSub with a pseudonym
nym, is revoked from those who may satisfpnd,. In this case, th&ub simply removes the
valuer; ; from table7, and performs a rekey process for all involved subdocuméiswing
particular CSSs to be deleted frafm enables a fine-tuned user management.

Note that in both cases of new subscription and credentalcegion, the rekey process does
introduce any cost t&ubs in that except for those whose identity attributes are dddeevoked,
no Sub needs to directly communicate with tReib to update CSSs—new encryption/decryption
keys can be derived by using the original CSSs and updateitpathlies published by thub.

2) An example:We now illustrate how our group key management scheme warksigh a
simplified example in a healthcare scenario. This discassibased on the information available
at [21].

Example 4:A hospital’s data centePub has to broadcast an XML fileBEHR.xmlI” which
contains the electronic health record (EHR) of a patient &ohbspital's employees.

— EHR.xml| —
<Pati ent Recor d>

<Cont act | nf o>

</ Cont act | nf 0>

<Bi | | i ngl nf 0>
</ Billinglnfo>
<d i ni cal Recor d>

<Hi storyOf Presentl || ness>

</H storyOPresentl || ness>
<Past Medi cal Hi st ory>

</ Past Medi cal Hi st ory>
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<Medi cati on>

/1 This has the current prescription

<Medi cati on>

<Al er gi esAndAdver seReact i ons>

</ Al er gi esAndAdver seReacti ons>

<Fam | yHi story>

</ Fam | yH story>
<Soci al Hi story>

/1 Things |ike snoking, drinking, etc.

<Soci al Hi story>
<Physi cal Exans>

/'l Wi ght, body tenperature, skin tests, etc.

</ Physi cal Exans>
<LabRecor ds>

/'l X-rays, etc.

</ LabRecor ds>
<Pl an>

/] What needs to be done, etc.

</ Pl an>
</ Cini cal Record>
</ Pati ent Recor d>
The subdocuments 6EHR.xmlI”, marked with different XML tags, need to be accessed by
different employees based on their roles and other ideatitypbutes. Suppose the roles for the

hospital’s employees are: receptionist (rec), cashies)(@octor (doc), nurse (nur), data analyst



19

(dat), and pharmacist (pha). The involved access contiaties for “EHR.xml” are
1) acp, = (“role = rec’, {(ContactInfg }, “EHR.xml")
2) acp, = (“role = cad, {(Billinginfo)}, “EHR.xmI")
3) acp; = (“role = doc’, {(ClinicalRecord}, “EHR.xml")
4) acp, = (“role = nurA level > 59” {{ContactInfo,

(Medication), (PhysicalExams (LabRecords, (Plan },

“EHR.xmI")

5) acp; = (“role = dat’, {{ContactInfg, (LabRecords},
“EHR.xmI")

6) acp; = (“role = phd’, {(BillingInfo), (Medication },
“EHR.xmI")

“EHR.xml” is divided into subdocuments based on these access conticiep:
- (ContactInfg: acp,, acp,, acp;
- (BillingInfo): acp,, acp,
- (Medicatior): acp;, acp,, acp,
- (PhysicalExams acp,, acp,
- (LabReports: acp,, acp,, acp;
- (Plan: acp,, acp,
- Other stuff: none
The policy configurations and their associated subdocusremat
Pc, = {acp,, acp,, acp;} < (Contactinfo
Pc, = {acp,, acpy} < (BillingInfo)
Pcs; = {acp;, acp,,acp,} < (Medicatior
Pc, = {acp;,acp,} < (PhysicalExams (Plan
Pcs; = {acp;, acp,,acp;} < (LabReports
Pcg = {} < Other XML tags
Assume that involved hospital employees have already rddatheir identity tokens and have
received their CSSs through the delivery phase describedatidd V-B, and that the CSS table
7 has been created ub. Pub chooses an encryption key,; for each policy configuration
Pc; to encrypt the associated subdocuments.
Without loss of generality, we focus on the casePaf, = {acp,,acp,} and use the visible

records in Table | for demonstration. An SQL-styled databaqgery
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SELECT * FROMT WHERE ‘role = dod <> NULL

returns two rows containing pseudonyprs0012 andpn-1492, corresponding to the employees
which can potentially access subdocuments to wlich, applies. Similarly, it can be easily
seen that an employee unden-1492 is the only one who may satisfgcp,. The Pub then
choosesV = 3, and random values,, z,, z3. For the employee undgm-0012 whose CSS for

the attribute condition“fole = doc” is 86571, the Pub computes values
a1y = H(86571|z1),a12 = H(86571|22),a1,3 = H(86571||z3).

The Pub executes a similar computation for the user ungier1492 thus obtaining the values
a9y = H(13011|21), ago = H(13011||23), ags = H(13011||23).

By now thePub has computed both required rows of matrixfor acp,, and will processacp,.
In this case, forpn-1492 whose CSSs corresponding to the two condititnede = nur” and
“level > 59” are r3; andrs ., respectively, the®ub computes

as; = H(11109]|60987||21), aso = H(11109|]60987||2,),

ass = H(11109]|60987||23).

For simplicity and illustration purpose, assumje- 17, and the resulting matrix ovef,,

1 15 3 4
A=11 4 13 3
1 12 5 6

The Pub solvesAY = 0 to for a non-trivialY = (4,4,3,3)”. Let K, = 11. The Pub sets
X =Y + (K4,0,0,0)" = (15,4,3,3)".

The Pub publishes X, 2z, 29, z3 with the associated subdocumer{BhysicalExams (Plan,
which are encrypted with a symmetric encryption k€y = 11.

Suppose that the employee unger0012 is a doctor, thus satisfiescp, and has correctly
received the CSS during the delivery process. To obtain tleeypggon key K, the doctor
computesa; ; = 15, a1 2 = 3 anda; 3 = 4 as thePub did, then calculates

Ky=(1,a11,a12,a13) - X = (1,15,3,4) - (15,4, 3,3)" = 11.

The doctor can now use this key to decrypt the subdocumétitgsicalExams (Plar).
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Suppose that the employee unger-1492 is a nurse of leveb8. Then it satisfies neither
acp, nor acp,; therefore it cannot receive the CS85109 or 13001. Although this nurse has
the correct CS$0987 for attribute condition fole = nur”, it is not able to compute any o ;
oras;, 1 = 1,2, 3, and thus is not able to obtain a KEV to derive the decryptien K,. Hence
it cannot access the subdocume(®ysicalExams (Plan.

The process is similar for the other policy configurationgs iworth remarking, though, that
for the policy configuratiorPcg, which is an empty set, theub can just encrypt the associated
subdocuments with an encryption kég without the need of publishingl or z;, because in

this case no employee is authorized to access this portiaiataf

VI. ANALYSIS

In this section we first analyze the security of our technsqu@/e then discuss relevant

performance issues of our techniques.

A. CSS Delivery Security

Two security requirements need be satisfied in the deliveigse of the CSS values; for
Sub; andcond;:
1) Access control. The CSS valug; can be correctly delivered to the us®ub; if and only

if Sub; has an identity token whose committed identity attributkieesatisfiescond;.
2) User privacy. ThéPub learns nothing about the value of tieib’s identity attribute.

The use of OCBE protocols guarantees that both requirementatisfied. In order to prevent
the Pub from inferring any additional information about Sub’s identity attribute value, for
such an attribute, th8ub may and shall choose to register its identity token for afidibons
involving this attribute. For example, &ub who holds an identity token whose tagre and
committed value is “nurse” registers the identity token &br attribute conditions associated
with role, so that theéPub will not know which condition theSub is actually interested in, thus
successfully guess its real role. Note that $ in order to request any CSS corresponding to
an attribute condition involving a given attribute, must/éan identity token with a tag equal
to the name of this attribute. An extension of our approattwal the Sub to further hide the

attributes it is interested in, even though 8 may not have proofs of these identities from the
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IdP, by obtaining from thddMgr identity tokens for such attributes whose committed values

set by theldMgr, lie out of the “normal” range of valués.

B. Group Key Management Scheme Analysis

In this section, we focus on the security of our newly proplog®up key management scheme.
In our analysis, we will model a cryptographic hash funct@sna random oracfé,and base the
discussion on requirements listed in Section I.

The security analysis is based on the following lemma, whaysef is straightforward.

Lemma 1:Let F' = I, be a finite field withg elements. LeV’ be ann-dimensionalF-vector
space. Letvy,...,v,, be m independently uniformly randomly chosen vectorslin where

m < n. Then the probability that,, ..., v,, are linearly independent is

[T0-1/g). (3)

1) Soundness of the schen&e sai;lthe group key management schenseisdif a qualified
Sub can always correctly derive the decryption key.

Let K be an encryption key for a subdocument, akidbe the vector published with the
encrypted document. The ACV B = X — (K,0,...,0)T. Recall that for any KEVv with
respect toK and X, we always have’Y = (0. By definition v has1 as its first entry, so it is
clear thatv X = K.

The soundness of the proposed key management scheme félowshe fact that each valid
Sub can compute a row of the matrix which is a KEV with respect td{ and X, then use
this KEV to extract the encryption key.

2) Security:Minimal trust. ThePub is the only entity in the key management scheme which
is responsible for generating and distributing the encoypdecryption keys.

Key indistinguishability and key independence.Given the public vectoX, any elements €
IF, has the same probability of being the designated encrypsynfor a policy configuration.

Indeed, for thisK, let v = (1,a4,...,ay) be an(N + 1)-dimensional row vector such that

®Due to the space limit, we do not introduce this extension in detail in this paper.

Oyntuitively, a random oracle is a mathematical function that maps eveeyyoo a uniformly randomly chosen response

from its output domain.
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vY =0, whereY = X — (K,0,...,0)T, then we haverX = K. With the hash functiont ()
modeled as a random oracle, it follows that it is not posdibiistinguish the real encryption key
from any value in the key spadg by having only knowledge of the public valugs z, ..., zy.
The independence of the encryption keys correspondingftereint policy configurations and
sessions is a direct consequence.

Forward secrecy.When aSub is no longer allowed to access the subdocument corresppndin
to a policy configuration, a rekey takes pldéeA new encryption keyk”’ is chosen and a new
set of valuesX, z1, ..., z)y is published by théub. With the hash functiorf{ (-) being modeled
as a random oracle, the updated vectors that corresponcetSuibs’ key extraction vectors
from the previous session can be viewed as chosen indepggndeiformly at random. Since
the total number oBSubs is no more thanV, by Lemma 1, we conclude that all these updated
vectors are linearly independent with a probability greéitan or equal to

N oo
(1_1/qN—7,+1)ZH(l_l/qZ)zlyl:i
=1

i=1

(2

wheng is large. Therefore, by construction all key extractiontgesr such thatv X = K’ spans

an N-dimensionalF ,-subspacél’. The updated vector for Sub is an (/N + 1)-dimensional

row vector with 1 as its first entry. It can be easily shown tinat probability that is in W is

1/q. Wheng is large, the probability is negligible. Therefore in pieetany revokedub cannot
correctly compute the updated encryption keys by followting key derivation procedure.
Backward secrecy.Similar to the discussion of forward secrecy, it can be gastlen that a
newly joinedSub can retrieve an earlier encryption key only with a negligiprobability.
Collusion resistance.With H(-) modeled as a random oracle, external or revoked adversaries
have only knowledge of independent random vectors. Coliuduiversaries do not have advan-

tages compared to an individual attacker who tries to useeth@ependent information pieces.

1such ar with 1 as its first entry can almost always be found. The only excepti@pdres whenX has its first entry
followed all 0s. An X of this form can easily be identified by tieub and excluded from consideration.

12Forward secrecy is relevant in our context when documents aretatbdmd the policies associated with the updated
documents change. We discuss it for completeness.

13The formula on the left hand side is forumula (3) with= N andm = n. This is because all vectors under consideration
havel as the value of their first entries. If we ignore all their first entries, veelelt with N-dimensionaly-vectors. A necessary
condition for all theseV-dimensional vectors to be linearly independent is that all origidéél+ 1)-dimensional vectors are

linearly independent.
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Wheng is large, the probability that the decryption key can be@eéd by colluding adversaries
who follow the key extraction procedure is negligible.

3) Other requirementsBandwidth overhead. Once aSub’s CSSs are delivered via the de-
livery phase, they are stable for tBeib and no further direct communication is required between
Pub and Sub. Each time the dynamics of the set of subscribers or docismdmnges (e.g.,
encryption key update, 8ub joining or leaving the set of subscribers), the valués, ..., zy
are broadcast with the encrypted documents. Such a brdduasS (¢’ N)-bit bandwidth over-
head, where’ is the bit length of the size of the underlying finite fiélg, for transmitting these
values. As we will see in Section VII, this is not a problem magtice.

Computational costs.A Sub only needs to conduck + 1 hashing operations, compute an
inner product of twa( NV + 1)-dimensionalF ,-vectors to extract the encryption key, and perform
a symmetric-key decryption for a document. As shown by thgegrments in Section VII, this
computation is light-weight.

However, each time when a new encryption key and an accesskwactor need be gen-
erated, thePub has to solve a linear system of si2g over a large finite field which can be
computationally costly a8’ becomes large. Experiments in Section VII evaluate theop@idnce
of the scheme in terms of the size of the mat#ix
Storage requirements.Nowadays we are less worried about the storage requirereant®th
the Pub and theSubs’ sides in general. Users as mobile clients may have spgzaale limitation
to consider. However, &ub only needsO(¢' N) bits to store the needed information (e.g., the
CSSs, the KEV, information about the finite fields) when degva decryption key. The space
requirement can be easily satisfied for a reasonable nunitsulis and a finite field of suitable

size.

VIlI. EXPERIMENTAL RESULTS

In this section, we present experimental results for varjparameters in our system. We have
built a fully functioning system in C/C++ that incorporates ¢echniques for privacy preserving
CSS delivery based on the OCBE protocols, and efficient key nesneugt.

The experiments were performed on a machine running GNUARkernel version 2.6.27 with
an Intefr) Coré™ 2 Duo CPU T9300 2.50GHz and 4 Gbytes memory. Only one processer

used for computation. The code is built with 64-gitc version 4.3.2, optimization flagO2.
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The code is built over the G2ZHEC C++ library [22], which implemts the arithmetic operations
in the Jacobian groups of genus 2 curves. For the CSS delivetygeoup key management
phases, we use V. Shoup’s NTL library [23] version 5.4.2 foitdi field arithmetic, and SHA-1
implementation of OpenSSL [24] version 0.9.8 for cryptqdria hashing.

A. CSS Delivery

The CSS delivery phase uses the OCBE protocols, which consitreéé major steps: 1)
extra commitments generation (OCBE for inequality condgiamly) at theSub, 2) envelope
composition at théPub, and 3) envelope opening at tlaib.** In this section, we evaluate the
performance of these three steps for both EQ- and GE-OCBE quisto

We choose the grou@ to be the rational points of the Jacobian variety (aka. Jacofroup)
of a genus 2 curve

C' 1 y? = 2° + 268281082283935564490073623
+22659135529599310290211622 + 2547674715952929717899918x
+4797309959708489673059350

over the prime fieldF,, with ¢ = 5- 10%* + 8503491 (83 bits). The Jacobian group of this curve
has a prime order
P =24999999999994130438600999402209463966197516075699 (164 bits)®

The OCBE parameter generation program chooses non-unitsppiand / in the Jacobian
group as the base points for constructing the Pedersen dorents.

We use attribute values that satisfy the attribute comnustim the policy. We expect a similar
running time if the attribute values do not satisfy the htite conditions in the policy. For
GE-OCBE, we vary the value of theé parameter, which controls the range of the difference
between the committed value and the valuer, specified in the policy, front to 40, and
performed evaluation accordingly. In this experiment, we both EQ- and GE-OCBE protocols
for randomly chosen data, fai0 rounds, and take the average values. Figure 2 and Table Il
report the average running time of one round of the GE-OCBEopobtand the EQ-OCBE
protocol, respectively.

YInterested readers may refer to [19], [6] for details.

The data is taken from [25].
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The experimental results show that the overall computati&as at most a few seconds for the
privacy preserving subscription through the OCBE protocdignvall possible identity attribute
values lie within an interval of width up t@*°. Because of the impact of the values {bn
the performance of the CSS delivery, it is important to chobses small as possible, while
at the same time large enough to upper-bound the attributeesiaFor example, the identity
attribute “age” (in years) usually has values fronto 200 and can be represented usitidits.

In this case, it is sufficient to choogeto be 8. We expect other OCBE protocols for inequality
predicates to have a performance similar to that of GE-OCBE&aumse the design and operations

are similar.

1000

T T T
Create Extra Commitments (Sub) ——
900 Compose Envelope (Pub) —=—
Open Envelope (Sub)
800 |-
700 |
600 |
500 |-
400
300 |
200 |
100 ottt

conds)

Time (in millise

Fig. 2. Average computation time for running one round of GE-OCBEoua

Computation Time (in ms)

Create Extra Commitment$gb) 0.00

Open EnvelopeS§ub) 35.25

Compose EnvelopeP(b) 11.80
TABLE I

AVERAGE COMPUTATION TIME FOR RUNNING ONE ROUND OF THEEQ-OCBEPROTOCOL

B. Group Key Management

In this section we perform experiments to evaluate the pedoce of generation of the ACVs
at thePub and the key derivation from the ACVs at tl8ub, and the size of the ACVs for
different system parameters including the number of marinagers and the number of attribute

conditions. All finite field arithmetic operations are perfed in an80-bit prime field.
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The following experiments are performed with differarger configurationsA user config-
uration indicates the number of curreBubs and the maximum user limiv. For example,
the configuration 25% Subs’ with N = 1000, has 250ubs. We use25 policies, each on
average containing two conditions. Ea8lub satisfies the policy in the policy configuration
under consideration. We illustrate the experiments for surtlocument, as computations related

to different subdocuments are independent and similar,tlamsl can be performed in parallel.

45
40 H
35 100% Subs
30 -
25
£ 20
15
10 -

seconds)

Time

0 s e L L L
100 200 300 400 500 600 700 800 900 1000

Maximum Users

Fig. 3. Time to generate an ACV for different user configurations

Figure 3 reports the average time spent in computing an ACyesponding to the matrix
for different user configurations. An ACV is a random vectothe null space of matrixl. We
generate an ACV by first computing a basis of the null spacd,ahen choosing the ACV as
a random linear combination of the basis vectors. For a giVerthe ACV computation time
increases with the number of current users. This is comgistéh the fact that as the number
of current users increases, the number of rows in the matrixonsequently the rank ofl)
increases, requiring an increasing amount of elementatyixmaperations to compute the null
space for the linear solver of NTL. As shown in Figure 3, thasnputation is efficient (less than

45 seconds on a personal computer) for reasonably [argalues.

T T T T T T T
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50% Subs —8— =
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o
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L L L L L L L L J
100 200 300 400 500 600 700 800 900 1000
Maximum Users

Fig. 4. Key derivation time for different user configurations
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Figure 4 reports the average time faubs to derive the symmetric keys from ACVs and KEVs
for different user configurations. Key derivation is penfi@d by Subs whose computational
capabilities may be limited. Therefore, an efficient detioypkey derivation process is desired.
As Figure 4 shows it not only incurs minimal computationastso(a few milliseconds), but also

increases only linearly withv.

ACV Size (in Kbytes)

L L L L L L J
400 500 600 700 800 900 1000

Fig. 5. Size of ACV for different user configurations

Figure 5 shows the average size of ACVs for different user ganditions. Another design
goal of our approach is to keep the additional communicatie@rhead minimum. In order to
achieve this goal, th®ub compresses the ACVs before broadcasting them with the etecryp
documents. As Figure 5 indicates, our approach only regaréew kilobytes to transmit these
vectors, and the size increases only linearly with

In the following experiment, we measure the time for ACV gatien (atPub) and key
derivation (atSub) by varying the average number of attribute conditions dicp, and keeping

the number of policies and the maximum number of users fixe&tbaind 500, respectively.

7000 T T T T  E————

6000 |
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Fig. 6. ACV generation and key derivation for different number afiditions per policy

Figure 6 shows the average running time for ACVs generatioRudt and symmetric de-

cryption key derivation aBub, for different number of conditions per policy. As the numbé
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conditions per policy increases, the key derivation timmaims almost constant but the ACV

generation time slightly increases (by less than 100 radlsds).

VIll. FURTHERDISCUSSIONS

In this section, we further discuss some relevant featufesrioscheme and also compare it

with another possible approach.

A. Hierarchical Key Management

It can be easily seen that our proposed group key managestesrhe automatically supports a
hierarchical access control, which means that$fud can retrieve the encryption/decryption key
corresponding to a policy configuratidtc, then it can retrieve keys for all policy configurations
that are dominated biyc, where the notion olominance relatiobetween policy configurations
is defined as follows.

Definition 6: (Dominance relation).

Let Pc; and Pc; be two policy configurations that apply to a documénhtWe say thatPc;
dominatesPc; if and only and ifPc; C Pc;.

Indeed, when th&ub satisfies an access control poliagp € Pc; andPc; dominatesPc;, then
automaticallyacp € Pc;. Therefore theSub can use the same set of CSSs that are used to

derive the decryption key faPc, to construction that foPc;.

B. Advantages over a Simplistic Approach

A simplistic approach to privacy-preserving policy-basettent distribution is to obliviously
deliver (via the OCBE protocols) the encryption keys td&Sab for all broadcast contents.
However, this approach requires quite a large amount of aamwcations between th€ub
and theSubs, and an individuaBub may need to maintain a high number of keys, one per
policy configuration thé&ub satisfies. Moreover, when any encryption key is changed, elgen
a newSub joins or a subscription revocation takes place, Blud has to communicate directly
with all Subs in order to update them with the new keys. This approach téswslts in high
costs for thePub, and is inconvenient for both tHéub and theSubs.

In contrast, our approach only requires b to directly communicate witlsubs during the

identity token registration phase to deliver the CS3sbs only need to maintain a list of CSSs.
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All the CSSs are stable, in that they do not change after ragjst, unless an update of identity
attribute happens and ti&ub registers its new identity token. When a rekey process take p
involved Subs just need to perform local computations to derive the neys kased on updated
information published byPub and their old CSSs, without establishing direct communocesti
with Pub. Furthermore, in our scheme, the number of CSSsil needs to manage is always
bounded by the total numbev of attribute conditions involved in the access control giek,
whereas the simplistic approach requireSud to manage one key for each policy configuration,
and the total number of policy configurations can Be in the worst case. Our approach is
efficient in terms of communication and computation, andasyeto use and maintain for the
Pub and theSubs.

C. Scalability

The experimental results in Section VIl have shown that tlop@sed key management scheme
works efficiently even when there are thousands of subgesritoe a subdocument. However, as
the upper bounadV of the number of involved subscribers gets large, solvirglitear system
AY = 0 over a large finite field®, becomes the most computationally expensive operation in
our proposed key management scheme. Solving this lineteraywith the method of Gaussian-
Jordan elimination [26] take®(N?) time. Although this computation is executed at fPeb,
which is usually capable of carrying on computationally exgive operations, whelN is very
large, e.g.,NV = 1,000, 000, the resulting costs may be too high for tReb. In this case, the
Pub can divide all the involvedubs into multiple groups of a suitable size (e.g., 1000 each),
compute a different ACW for each group, and broadcast it to the corresponding gnebpe
the subdocument is still encrypted with one uniform key. faqtice, the grouping criterion can be
based on access control policies, subscribers’ physicalilins, and so forth. The computation

of the ACV for each group is independent, thus can be perfonmexhrallel.

IX. CONCLUSIONS ANDFUTURE WORK

We have proposed an approach to support attribute-basexssacontrol while preserving
privacy of users’ identity attributes in a document broaticg setting. Our approach is supported
by a new group key management scheme which is secure andsaljoalified subscribers to

efficiently extract decryption keys for the portions of downts they are allowed to access, based
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on the subscription information they have received from doeument publisher. The scheme
efficiently handles joining and leaving of subscribers,wgiuaranteed security. Experimental
results show that subscribers efficiently derive decryptieys, and that a rekey process at
the publisher takes less than one minute for up to a thousabstcsbers even on a personal
computer.

Our further research will focus on scalability and optintiza issues. We will develop proper
criteria for clustering subscribers depending on differeguirements of broadcasting. We have
also devised optimization strategies to reduced the sizeeofatrix A based on a partial order
among the set of access control policieédn our current implementation we use tkernel()
function of V. Shoup’s NTL library as the linear solver, angrform computations on the CPU.
We plan to further improve the performance of our scheme lgrehkng the techniques [27],
[28], [29] which implement fast linear algebra operationghwiloating-point arithmetic or over
finite fields of various sizes, based on cache-aware CPU agipgeaand GPU architectures like
Nvidia CUDA [30].
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