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Abstract

We consider the problemof distributing potentially
dangerous infornution to a nunber of conpeting par-
ties. As a prine exanple, ue focus onthe issue of dis-
tributing security patches to softunre. ’These patches
nplicitly contain vul nerability tnformation that nay
be abused to jeopardize the security of other systens.
Wen a vendor supplies a binary programpat ch, dif-
ferent users muy receive it at different tines. The dif-
ferential applicationtines of the patch create a w ndow

of vulnerability until all users have instal led the patch. fore one of the others.

A abuser mght anal yze the binary patch before ot h-
ers install 1t. Armed wth this information, he mght
be able to abuse anot her user’s nuchi ne.

Arelated situation occurs in the depl oyment of se-
curtty tools. Houever, nany tools will necessarily en-
code vul nerability infornution or explicit infornation
about security “localisns.” This infornution nay be
reverse- engi neered and used against systens.

W discuss several uunys tn uhich security pat ches
and tools may be mude safer. Anong these are: cus-
tomzing patches to apply to only one nachine, dis-
gui sing pat ches to hinder their interpret ation, synchro-
mzing patch distribution to shrink the wndow of vul -
nerability, applying patches automatically, and using
crypt oprocessors wth enciphered operating systens.
W conclude wth sone observations onthe utility and
effectiveness of these nethods.

1 Introduction
1.1 The general problem

Zelda sends frequent nessages to different, but not
necessarily disjoint, sets of users, e.g., message 1 tc
Alice, Bob and Carol; nessage 2 to Alice; and nes-
sage 3 to Bob, Carol and David.

W have 1dentified a class of situations to which
there are as yet no formalized solutions. These sit-
uations occur when Zelda distributes information to
Alice, Bob and others who may be potential rivals.
The 1 nfornation offers each of thema conpetitive ad-
vantage if they receive and act on the i nformation be-
Exanpl es 1include distribut-
1ng financi al market informationtoinvestors, and pro-
viding bidding specifications to potential contractors.
Part of this problemis determ ning howto distribute
and protect the information in such a way as to re-
duce or eli mnate the tine during whichthe diflerence
in knowl edge nmay be exploited. Another major part
of the problemis howto scale any solution to large
nunbers of receivers, and howto acconplish this in-
expensivel y.

(O particular interest to us are the cases of dis-
tributing security-relevant updates and patches to
software. Wen a vendor distributes asecurity-related
patch to custoners, 1t contains inplicit information
about the vulnerability invol ved, and perhaps of the
exploit 1tself. The patch mist be sent to custoners
andusers 1f the vulnerabilityis knownto others. How
ever, the nature of patch distribution is such that
nany users nay not receive (or use) patch inforna-
tion at the sane tine as others. 'There are global
differences in tine zones, work weeks, holidays, work-

Suppose Zelda wishes to distribute sensitive i hPafls, and conpetence. During the tine between the
mationto Alice and Bob. There are several potentiﬁipt recel pt of the patch, and the application of that
problens in the process that we know how to nan- patchtothe last remmining machine needing it may be
age: preventing others fromreading the i nf or mat Pohat ge windowof vulnerability. Our concernis how
preventing others fromaltering the infornation,,té)nﬂeduce this vulnerability, raise the cost of exploit-
narking the informationinsuch a way that Alice anldlg.lt., and ot herwi se nake the process safer for all the
Bob knowwho sent it. W knowhowto scale these so- reclplents. ) .
lutions affordably for many situations. W also knowlhe reminder of this paper discusses aspects of
how to configure the solutions to handle cases whef be general set of problens in the context of vendor
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patch distribution. Although this does not have all
the characteristics present inthe general problem 1t is
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2 Software sol utions

Texe dditias il ninanadmy captes ex
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2.1 Customzation
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2.2 bfuscation
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1A pseudo-randommmber generator is not appropriate, as
discovery of the generator may allow an attacker to reproduce
the sequence of perturbations inthe conpilation. This comment
applies to the other schenes were we descri be use of a GRNG
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2.3 Synchronized patchinstallation

Wasuatl dl the aptes ae o etwls
ad exth retwrk 1s carected to samsite whchin
tunis aareded to a carm wiwrk (e.g, a dd-
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1 ogi cal organization of FIRST, the Forum of Incident Response toladtle ptchley itotle st cad ngWth

and Security Teans. tle rdese lar.




2.4 Autonatic Patch Application
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3 Hrdware sol utions
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pus edhistrationas it is fetdeda () the atire
§is dapeed W it is ledd irto tan ran
ay ad e ass to it is dned by locting hth
BMaid poesa in a tapr resistat radle
Te ptchis enpgeed wth tle sanley = the @
sotht 1t v repae the pger Qhmyfles. Fa
aperirg rdes tle prchnrtdligHe sotht its in
stdlinreed it te syhraized Te ager nst
le sirde so that pafarare will 1wt be dgadd
Te Bocksize nst ke lag angh(eg, > IBlits)
to peat ayfadwis wth algc adya. Te
ley gt Te tle sanfa eaymhe a eahm
dire gt lae its omley T later doce an
Hicaes ptchdstrihtionht poids exdlat apy
pdedian fa the @ & Wl & fa gphictian po
gantld we the saarataism Te QUwald
fetchirstrutias ather dredly frommay a fran
raay thagh dedig ledme Andtigea
doses tle saree d tle imtrutian

3.2 Certain Modul es Enci phered

Asdl niter ¢ @ irstrutias, swhs ase
arity ralle a pat & a ptch thet ald rewed a
searity lde, ae emipleed "B erate pogan
dliatly tle avpered istratias ae gaed in
ae sgat ad a segat fhe tdls detler its 1w
strutias ae anpeeda . Serg ths fig tle
imstrution dody vl d ddper istrutias fran
ths segat efae eeatirg tham Sre aly rady
wddirstrutias se to ke dapered a e s
are (ad pdaly slowr) cper cald ke wed thn
if dl irstrtias e adpeed & insetian 3 1

4 Methods of Customzation and (b-

fuscation of Binary Files
In ths o, vhch w surmized in sectias
21 ad 22 tle vadr caries at catan cok rea-
rapyat ad wdfidias o tha the resdting
hmy esatdle lods qite dffrat frantlke n
pided vasiay ile remnig furtiadly egives
lat exat fa the pch Hre ae saand the ws
in wich these rearagyats o mdfrdias my
le parfaret

4.1 Intra-block code rearrangenent

Tire is mardly mre tlan ae wy in vach
w an adr tle imbpadst captaias imcd
a bsic Hok o tht, tle resdting djet ok ls
tle gfimmost intarm d istratian carts axd
loadftaes.  Sch advins ae mdly dtdaed
frartgd@ed sats d the dyathee gghfa a
Hok Ag Sthoad Ulrm [ pesat an dg>
rithrto grerde qtird advins fa edwtingtle
rods d a Dharegresarting tle bsic Hok Wén
Fygapch w cnready the captaias in
saad the bsic Hods so thet tle aftedHods are
still qtird, ht lak ey dffat frartle aigrd
Bods, espradly sire the istrution led gtz
tim Wl dten sdect very dffrat istrutias dter
soarexrdying



4.2 Change of control flow

Ve dter the thead d” eeatian in a pagam
wthat dagg its fudiad wia by dtairg
the adr f esationd sand tle indparht b
sic Hals, ths dterrg tle lok o the hmy ee
atdle. Intle dddl dtafbwadwis gese drirg
apldiand a pogan w cn grerde a dpm
e gah betwen bsic Hods. Ay advyirg o
the hwic Hok esatian seqare podeed by tle
tqdagcd sat o the dprdhe gaghwll ke fue
tiadly cared.

Irirg prch apicdiay, e can gt fa an dtea-
retive eatio seqere (3 prodeed by a topd g
id sat) fa saad tle bsic Bods thagh jups,
thady dterirg the by eeatdle. @ st &
dp an dgrithto adye tle dft & tle rad
ifed eentian seqaee an tle regster catats ad
to dage tle eeatdie cob avadrdy

4.3 Register and variabl e renami ng

Wean ramm d] tle dta regstas wed in tle
pegan itedage saa waidle attesss an
sistertly wll dso dae tle gyeaare d tle po
gan Blysearity ptdes dae aly aferies
d b Smhims aly tle tye & a waidle 1s
aareted ae lire d aak is atbd @ reaued @
a lrath axdtianis digtly radfed Bease the
sancaple ad the samaple gtias ae w
dly wed to aede beth the dd ad reweeataie
hrary w wll dsere aly a fevbtes & dagd
matie ok Fe ok podedlyanplas dlos
emyregition d stratire hardhies. TFeefae,
eenif pat d tle rahe o s ben rdocted
ad my dsdute attesses in tle cok hwe leen
dagd sirde lagh camisas ad seadss fa
tle lagst carmsidseqare wll quddyidatify
thee sibvatires that lme len odfed "Hs d-
los tle dtader to cavatrde ler revarse ey reer-
11g dtits ato a fewstratines, wich e sae a
la d tim

Wepest tladae tle ddqmat d tle fd-
lowrg redaism "He the cob grerdian iadle
d meistitg capler adatl dgrithmthat dlov
may aidias in tle rahie ok poded T
b greda adgtinge d acapler dtenrde
a ahtray sdetian ang may dffat mhre
istrctian seqaves thet dl fufll the saaprpse
adtha ae caprale inrany ad ratimefti
aary If these dtardie e saqewes cnlbe
idutifed by the cod grerdar, the sdedion  the
mhre od sqaee atdly wed cn be dta-
rired by a radnmute greraa (RGO Ts
vy by poidig a rewseed e far the (RGes
aaple gliay w en caze tle cople to gn
ade a reweeatdle hrry Wich shos in st
btes sigiftat dffrarss fraray esatdle gne
aded peviady frantle saaa ay simla sare
ak

Te fdloing redaism en (aag dles) be
wedtoway tle atpt o rachre cod

o Muylodias d vaidles cn be pemded

e Sqatid istrutias can be pamed & lag
& ths wll nt dter tle pogasaatis. Te
ainzer legs a get dd & dita dnt bow
istrctias dypad aneach dler, thadae ths
dhaldrd te dféilt to fgre at.

e Teadr d poedres intle fid ook canle
parmed

o (Gb sgwts tlt ae it mled & g in
saa tireaitid e lop en e grerded
wig shgtitd ht syaticlly idaticd @
dire seqaes.

o Te muy laat d ot endo be reagy
nized by irserting ray jup carac.

e Srde hidem eressias can e redaed by
rae arpicted eqivdat eqresias. If tle
dtader tries to dvd o atastic sdtvae the
1s sypsed torevase ths atifnd cagictian
de ngt qiddy face anrter & NPaaglete
pdlam

Te aapler dold syprt a ‘@iticd” dredive
to sigd espradly timaiticd pats d tle sare
ok to edud thanframbytia radfidias.

I tlerest f the sftvare, 1t 1s pafectly acepidde if
tle patbradnrandias in the b gratian
moess case tle ok prodeed to tde sam rme
tim ad rany thm wth tle amd gfinzaian
tecmqes.

If the RGseed e is dapd fa eery ds-
tribted sdtwre vasiay the atader wil fid tht
rease agreaitg aly tle dffraves betwen the
dd adrewasias is & lest & dftilt & revse
apreairg the ddsdtae asiamndae adseads
g init fa seuity pdlem s vy the gd
seare pich dstrihtion wll hie been accadlished
nodyfa hry fles.

5 Hardware-supported decryption:

cryptoprocessors

Whspad ladme cale d dodig anen
ayped itntion tefae feedig it to the R w
may ke dle to gy an amypted ptdh drecly to
tle hrayeeatdle hs vl dpeat awa fran
sedip the darypted vasiond the pich

Apchwill e ererypted ad ke gied to the hi-
my eeatdle in the emryed fam @catid
logic reccgizes an enryped irstratian by aspead
mler atle sgat. In tle instrutian daodrg
e d tle eeatian gde fa an enypted it
tin the ratire istrctian deod g wll - be preceded
by a darypting step in v ch the eerypted st
i wll te doodd by a hrdared dreod g uit
wth an erledtbd cheryption ley

b aad lairg alagr dok gde tira ecase
d tle doryting gese, w1y pfetdhsand tle
aryed itstrutias ad ppire thenthagh the
daygion wit. b kep tle daytion pplinig
sdaasile, w 1y leae the varh istrnctias
in the ptchuenmypted in tle fist Jae.



Aurt frale st  the alitiad ladmre, this
sdenreqires saacatrd athoitytodad dat
the emypting ad darphing lews wll e

W wld s hy a aypqroesa —am
dire thet eeates anryed parast @k 1a-
letirg, adatae is tht sdtve vald e deqer
fa a aytqroesa kecase the vadr kos tht
1t can ke wed maly ae rahre. @y patedian
1s efaced

Te idd sdution wald sadowlae to aad
tairg ayae ats e the sdtvre dvd qrat tean
& aces to tle Jan tet vasan d tle sdtwae,
Ith tle dd uptded ad the rewptded vasian
Tt wld ertay poick tle lidest led o se
artyadwlda tle saatimal ovefbctive sdt-
we pray peatian Mlmism tht cagetdy
peat (een lrdare) axes to the eeated sdt-

vae i uk:

e Sare mn had pdags & idaated in
the AP stem[1].  Te QU tle BM
ad san peripged dsics ae dl atdoadina
tapr-paf pdage Sftwe is staed inen
aypied fanm a bed dsk atsick the searity
shdda leddinamyptedfanmer aretvwrk
Te (radire speft) daytianbeys ave stared
inabsttery hiffred BMim & the seare pade
ae. Te sdtwe is darypted den it is laadkd
fravedeard staae irto the BM Te sere
pdae peats hrdae dseratiand the &
aypred sdtwae in tle stenBMa an tle
swtarhs lines. Te qurding swtanlerd is
dso laadd enypted 11to the rachre ad cn
thaefae 1t e radfed tord esse the pdected
sdtvae

o @ypqroesas pafam tle drypian ke
tentle ray irtafae d the @chpad
tle ardip cade T secuity pdege 1s lim
ited to the QUpdage, wich sirdifes ran
fatue ad savarg ad aad may e
paty limaias.  @pigqroessas hae fist
been dsaited in [ ad edsting irdeaata
tias idub the [FHPPriacatrdle ad
the 1k seanty processar. Awtler irportat
rdferae far ayfqroesas is [(. Aaytqre
s cavegd sutdle fa gaaianin arabn
rititaskirg walstdian invhchit is it even
recessay to trst the quading sytam is tle
FistMl poesa cavegt dsaibed in [7.

Atlogh ayiqroessas poick in ar qpan
the lasis fa the st seare ptch dstrihtian an
aqts, theyare & the romt re  acadie inta-
est, becaze they ae amratlyaal e antle avlian
malet alyfa mroatrdle gpictias adtlee
extsts tay o aypiqroessa: far pasad aapter
afictias. Tadae, tle aytgroesa argt
shaldbe cosi dved s anidd sdtimadsloldbe
dorated & a rdeaare fa swtasic apmism
wthdher pich dstribion caegts, ht casids-
ing the lak d exdting hvdare, these cavepts are
pdably it et w stodd recarand in the ea

fubre Waldd corse aasidy dsdqurgsicha
chphmed a1 an exstirg rergprosessa dsign

6 The costs

It is it emy to mdfy a caple: to rde it we
a R¥Gto dermire codk aragyat, regster &
sigrats, etc. hs, the mwilod dsaibed in see
tim2 1, Getarsiay adsetian 22, GRsctian
lme aligh et intad ddquat. Getatrtian
hes the alitiad cost I caapling the progarae
fa eah astawr, each capldian wirg a dffet
seed far tle QRG I thae ae tas I tlosads
d astams ad hrideds d thosad d lies
ok to ke capled ths ct Wil pedut the we
d astaizion Qetatzdion cald be rab fessi-
He ly astatmrg tle @ aly fa aspead das &
astans dopy fa ths sevice e vady wald
caple the pchare far exchsprad astaer (exh
tiravitha uige BCheed) adare rae far dl
regla astass tegtle (wig ae e GG
seed). Incatrast, dfisction regires tht tle @
e capled aly are pr rdese. Gk vadr (1)
martams a dtdme d astan qlias thet gt
save & amal fa tle read lepig eedd fa
astarztian

Amya ot o sydraized ptchistdlaiay s
asailed in sedtian 23 s tle aedion & the ptch
dstribtian herady @ crse, pces ae dready
dstrihted row Prlas adigt mdfidiond the
peat stanwald sffe I aytaraly is to
ke wed thn an gpgrae ayptosstanmst be
doen and irfanted tle pliticd ad ley 1
arat isss lild yrde ths sd i usaldle &
pesat, epradly fa a ddd astaer bee  Lile
wse, tima lods wald all to the cst if tley vae
wed

@ ot d atasic ptd glictioy & &
seribed in sectian 24 1s tle dsdquat d the @
modle tlat aplies ptdes ad tle atlatiction
setemit wes. Adle at is amn tle aetian
aptchdstrihtion heady Te istdladion od
de nst kowdichfedares  the (9 were sdeded
Wen the @ we aeded so tha 1t wll b try to
picharmmexstat rodle. It nst dso kowdich
asian d tle G is arretly runrg  Gtaas
daldle dle toub aptchtla they bt va.
Te pgle w lwe asled dat ths ayrech oa-
wmygy sad they dd it vat atastic ptch
lictia o thar sytas athe ecase d s
rityriska hecase the hghfreqeny & madfetian
hndys isdadiond falt cases.

Te wt d the hadme sditias ae the spead
lrdme, fimme a sdtwe to daper st
tias affr pdecdt an reay frandret wer
aoss. Hs induds the ast rde
a1y Tere ae dso the asts  the aper; d ley
magat, ad d enpeig my qies d tle
@ E ldter ot may be & pdibtive & tht
caplirg my apes d the @ & 1n sedian 21
Y if a astaer hogdt my stas?t WAd
they hme dffrat les a tle samley? A adl-
tiad st d tle mwihod dsaibed in section 32 is
the redsign  the Gtopt dl searity furtias in



ae segat.

7 Present practice

Wi b alis arratly d ant prdes? W
#edsan adlae is asmmy d thar resposes.
(Al d the vaxtrs o resparbdspde withs aly
aadtiand aoyity)

Ore vartr sirfdy isses tle pAch ad fagts
duot 1t. If the pchfixes a searity flay the pich
stats wtharesae lile, “"Hs ptchfies aseanty
fhwv Iistdl 1t rova dse the casequess ae yar
pdlad  Hs vaddr estirdes tha dnt W
its astaws atdly 1std] pptdes.

Adtler verdy halt apddye & @ ataric
ptdimstdlaio sgtensirlar to that dsaibed in
sactian24. It s e pt irtowe lecase asurey
d thar astasas fandtha they val dbae ithig
to dwthit. Ts ety wes the fdloirg sytem
todstrihte ptdes: Asavice amt clls astams
Wwopyfa pichsavice adtdls thenitet pices
ae aaldle Gx tle tdgloe tle astaas se
lect the pices they vai, adthe sarvice agat sk
these pidles tothnty eqress ral. Inadition dl
pdes ae pstedan a whsite fravshich ay as-
taer cndwlod wrtewer sle vats. A wth the
secatvardy, searity fies cary aresagy, Tistdl
ths soma dse it is yar pdlen?

8 Our recomnendations

Beed @ ar sty to dte, w recarand ate
rdic pach aiction poidd was cn ke an
vired to agt 1t It 1s dfdive ad its asts ae
rmabae If was vl ot aogt 1t, thnar seaad
daceis acahmiad tle tednqes pesatedin
sectias 22 ad 23 Te cot shadd ke aly digtly
e thn tle atased apiction rethed ad it
wald e realy & dbdive e anpaed @ 3
preech ey fecam fessi He sam dy if varhis po
dee aypiqroessas to pdiht pogamping
9 Future work

My o tle isses eamned in ths pper rase
nre qestias thm e aswer lae

Mwmih d ths prr aghies to scanty tads,
te! (amdy tle issies rased insectian 21, far ex
afge.  (@ld w astare a peswrd deder to
rHeit wkalyaae ratie? If i@ wre as-
taired wald an adt tod Tme to ke astaized
ina amile w7 Siaqetias Wich aise in
tht sectimare Wiere ina.capler towe the rarkm
nrtes (itaradae ok a fid ok gredia),
Wit are the hest vags to rale radnduaces, ad
towths my dbt pgardfiaary? Ratdly
e gt padee a capler wthths sat & @G
aatrdling its cob grerdion  Wdsass saa
ths indhe sectias & tle ppr, ht the isses ae
1 resdved

Tese qestias aise insetian 22 (@ w slow
it 1s WPlad to fidl a searity fk in ths alex
i d dags? @ enw thik  ay dsassen
Hy tads tlet wald fadlitde dsoeay o the red
searity i Kwgod ae dsasallas? Ae zao
kotede paf tedriqes rdeat lae? Gh ae

we pgamtdiatedriqes [1 to grarde the
fdse dags? My niats ae eqideat admy
e wed to grerde paddags. Ae 100 dags
ang?

Te atasic ptd istdla d sedian 24 1s a
hdly syterdyerdht mlaism Sya vads
(eg Sifift) d& dread cafatdle adsaiato
rdic pichistdldia sstam Woald ddpa
caapddyrenstae d tle at atasic pichdstri-
htim sytarfa ae spaft esrarat, ad de
uat its dsign cargts, tle paticd eqeriares,
adtle uresdedpdaminsaappss. Atars
tidy w caldtry toimoe esstirgsatataric
ptdigstan wth atltiod furtiadities toad
fdly atasted qeratian

Hre ae som gsstias caranig Scia 3
W apes dold ke wed W tle paggans
swpdat, suldits dita i dles ke aapgeed’
Iweb e recoer @ repar sytaritrales’” a am
poat falues if w and reoer tle kg7 G
ve aghire ths mdmsmth dler aypagalic
reeck an the system

Wige to le dle to aswr saad these qes-
tias wth ar fuwe recach  In @ticdla, w
wld lile to edwte ar apades wig a wl-
darated scarity thet.
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