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Impact of Henry System of Classification on the
Entropy of Fingerprint Images

Vandhana Chandrasekaran, Stephen Elliott, Elisa Bertino, Matthew Young

Research question — Does fingerprint images classified based on the Henry system of fingerprint classification
have statistically significant difference in the amount of entropy? This Is a follow on study from Young (2007).
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« Determine the probability of randomly guessing a fingerprint feature set
' * Determine entropy of fingerprint with 25 matching minutiae — 82 bits of
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» Proposed cotton ball model — estimate FAR, FRR in Euclidean spaces
« Cauvokian and Stoianov (2009) claim model — estimate biometric entropy
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» Proposed concept of relative entropy — KL distance ;
Adler et al. » Applying theory to face recognition — estimated 45 bits of entropy for PCA
features \
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* Frequency of minutiae in the middle of images > edges
Young  Establish method to determine keyspace and entropy of fingerprint
« Shannon’s joint entropy equation — estimated entropy of fingerprint images
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Results: Minutiae distribution
Histogram of minutiae distribution for fingerprint pattern, plain arch Histogram of minutiae distribution for fingerprint pattern, right slant loop
300 - ] E m il L | __ ]
MMW | | M } ﬁ
S e R
Histogram of minutiae distribution of fingerprint pattern, left slant loop Histogram of minutiae distribution forfingerprint pattern, whorl
3500 3000 4
2500 - T sl 2000 - 1 __ —
. 2000 | | T E‘ | B |
& 15004 B ] N 2 |
1000 -
= DR WL e,
o I 15 B 15&1:51: i li,k na P P 6 12 B z;-:]ﬂ H:Ek 35 42 a8

PURDUE

UNIVERSITY

BIOMETRICS AR Diccivery Park

 Biometric Standards, Performance And Assurance Laboratory. . COLEGEOF TECHNOLOGY e-Enterprise Center



mfocosi
Typewritten Text
2012 - 50E-63F - Entropy - Vandhana Chandrasekaran AIP




