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Abstract

The purpose of this study is to identify key differences, if any exist,
between malware that targets IoT (Internet‐of‐Things) devices and
more traditional computing environments such as PCs and
smartphones. This is being done by way of an observational case study
of a malicious code sample with a focus on high level qualitative
constructs. The observation will be conducted primarily through static
analysis of the source code of the malicious program. The goal of this
study is to present the findings in a way that is accessible to a wider
range of stakeholders in the IoT sphere.

Problem Space Overview

• IoT (Internet‐of‐Things) devices, for this project, are considered
to be network connected devices with hardware capable of
general computation and are not a member of more traditional
categories (ie. PC, smartphone, or tablet). This definition was
adapted from an AT&T industry report. [1]

• Number of IoT devices estimated to exceed 20 million. [1]

• Market estimated to reach $7.1 billion with $11 trillion in
economic impact by 2025. [2][3]

• Security of IoT devices is a rising concern. [4][5][6]

• Attacks on IoT devices are increasing rapidly. [7]

• Botnet malware has already been observed on these devices. [8]
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Sample Analysis Goals

The goal of this work is to make comparisons between the
characteristics of IoT malware and more traditional and well
established varieties. In order to do this, a number of observations
must be made regarding the properties of the IoT malware sample.
The following characteristics have been compiled from the malware
traits and analysis objectives from the book Practical Malware
Analysis by Sikorski and Honig, and will be used to guide the
analysis and describe the malware sample. [9]

• Intent

• Infection Vector

• Obfuscation Scheme

• Command and Control Interface

• Data Collection and Exfiltration

• Propagation Mechanism

• Persistence Mechanism


