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What is a Proof of Work?

ow can | charge a meaninqgful computation fee?

Honest Provers must:

The prover runs Prove?(y,N) — ¢

The verifier runs Verify"(x, N, c') - {true, false)}
> H I1s a random oracle
» y IS an input string

> N is a security parameter A HOL)
» c IS the certificate
> ¢ IS a potential certificate ty =H (X' vy Py

What does it mean to be Memory-Hard?
H: {0,1}? - {0,1}* is a random oracle/perfect hash function

Computation of algorithm A occurs over y rounds which make
a batch of queries 0Q;

Receive back H(Q;) = |H(x;1), ..., H(x; ;)| and old state o;

We measure cumulative memory complexity:

y
cmc(AH(...)) = 2 |05 |
i=1

Memory-Hardness is more egalitarian.

What is a Memory-Hard Proof of Work?

The prover runs Prove(y,N) - ¢
The verifier runs Verify"(x, N, c') - {true, false)}

Perfect Completeness:
Pr [VerifyH ()(, N, Provet(y, N)) — true] =1

(¢, C)-Soundness:
Pr[Verify"(x, N, A”(x,N)] and cmc(A® (x,N)) < C| <€

Our protocol Is sound when instantiated with a
depth-robust graph.

Instantiating with DRSample:
With high probabillity, any prover which outputs a valid certificate
for our construction must have cumulative memory cost at least

Label a Graph
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H[;{:L*,la] ° H(:ii=l.1,,k4}

Green If Internally consistent
Red otherwise
P; pebbles the green graph

H[Lh,lz]

Label a Merkle Tree

Extract from a gueries.
1L If no such query.

Answer Challenges

c; = (H(yx,i,t) mod N)

We prove that:
You can extract a prediction

of |P;| oracle queries from
any state g; of A, Impossibly
compressing the random
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