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OVERVIEW

This project presents a forensic analysis of Rednote application on
the Android system. We simulated typical user interactions with
Rednote application to populate data and utilized forensic tools to
examine the mobile device for digital evidence that is important in
relation to each event.
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METHODOLOGY

For this project, the methodology followed the same procedures:
environment preparation, data population, data image acquisition,
data analysis and report.
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GOALS

Identified accessible Rednote application records that
document user activity storage locations in the Android
system, to assist in digital forensic investigations of Rednote
applications on Android devices.

FINDINGS

¢ In the Android system, RedNote locally records users' device
information, personal profiles, search history, uploaded
videos, favor and liked notes, privacy post notes and
published post notes, cookies, preload videos, and browsing
history of notes.

¢ In an offline environment, the Rednote app displays only the
most recent chat history rather than the conversation record
after extended periods. This limitation likely occurs because
chat logs are stored in the cloud. Furthermore, the chat logs
viewable on the phone cannot be found as plaintext content
in the mirror backup and also include note comments. This
suggests the application likely encrypts this content before
storage.
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CONCLUSION

e The forensic artifacts and methods related to smart devices
analyzed in this study, as well as publicly available datasets
containing critical data paths and vulnerabilities, can provide
solid technical support for related investigations.

e Digital forensics on smart devices has an invaluable role to
play in criminal investigations, and there is a need for
continued progress in these areas.
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