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Abstract: Rehosting is the process of porting a 
physical device to run in software. By rehosting 
operational technology (OT) devices, we are able 
to perform cyber analysis on critical 
infrastructure to protect from cyber attacks. 
Building upon MIT Lincoln Lab’s existing 
rehosting infrastructure, we were able to 
demonstrate the feasibility of cyber analysis on 
two Programmable Logic Controllers (PLCs) to 
uncover existing and new vulnerabilities.

Figure 1: Problem Space of 
Rehosting a PLC

Figure 4: Denial of Service Attack 
Demonstration Pathway

Figure 3: FTP Default Anonymous 
Login Vulnerability DemonstrationFigure 2: Virtual Socket Networking

Rehosting OT systems is 
possible through 
dynamic filesystem 
analysis. When 
emulation of a desired 
OT system is initialized, 
MITLL's emulator 
dynamically organizes 
itself based on the 
provided system to 
create the highest 
fidelity rehosted system.
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