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Motivation Challenges

Fuzzing Framework

Results

EFI_PXE_BASE_CODE_PROTOCOL *PxeBoot;
Status = gBS->LocateProtocol (&gEfiPxeBaseCodeProtocolGuid,

NULL,
(VOID **)&PxeBoot
);

EFI_MTFTP6_PROTOCOL *Mtftp6Prot;
EFI_PXE_BASE_CODE_PACKET Packet;
// Generate Packet Data (Generator Function)
Mtftp6Prot->GetInfo(..., (VOID **)&Packet);
// Set the packet (Call-Site)
PxeBoot->SetPackets(...,&Packet);

● LogoFail (2023) leads to arbitrary
code execution by simply
overriding an image.

● 24 memory corruption
vulnerabilities across 11 vendors in
a DXE driver.

● Current tooling doesn’t focus on
DXE drivers.
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● Firness: static analysis assisted harness generation
a. Reaching Definition Analysis
b. Call-Site Analysis
c. Harness Generation

● Sanitizer Instrumentation: ASan

● Fuzz Testing: Targeted Software Fuzzer for Simics (TSFFS)
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● Type Identification
○ How can we determine parameter types when they are generic

types(void*)?
● Generating State-Dependent Data

○ How can we generate structured input that depends on
asynchronous data?

Runs in UEFI Shell
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● We ran the fuzzer for 24hrs with 5 different configurations.
● FuzzUEr is achieves higher code coverage because of Firness

discovering complex data types.
● We discovered 20 new vulnerabilities inside current version

of EDK-2.

System Configuration
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Previously 
Known 
Bugs

0% 0% 66% 66% 66%

New Bugs 55% 85% 90% 55% 100%

Without points-to 
information not all of the 
function pointers are able 

to be identified

● Achieves greater code
coverage.

● HBFA harnesses are simple.
● FuzzUEr is able to find bugs

HBFA couldn’t across the
same functions.

Packet: [
{
“assign”: PxeBoot->SetPackets
“direction”: OUT

    },
{
“assign”: Mtftp6Prot->GetInfo
“direction”: IN

    }
]

"arguments": {
  "Arg_0": [{
   "Arg Dir": "IN",
   "Arg Type": "EFI_PXE_BASE_CODE_PACKET",
   "Assignment": " Mtftp6Prot->GetInfo",
   "Data Type": "EFI_PXE_BASE_CODE_PACKET",
   "Usage": "&Packet",
   "Pointer Count": 1,
   "Potential Values": [],
   "Variable": "__PROTOCOL__"
}]},
"service": "protocol",
"function": "SetPackets",
"includes": [],
"return_type": "EFI_STATUS"

Challenges:

● Utilize the Data Type and Arg Type to determine
argument types with generic types.

● Capture “Generator Functions” for crafting
structured input data.
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Assignment by an external 
function has occurred.
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