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Introduction

« The research addresses the challenge of high-dimensional network traffic In
Intrusion Detection Systems (IDS) and the need for efficient feature selection.

« Itutilizes explainable Al (XAl) methods such as SHAP, Leave-One-Covariate-Out

XAl Methods — Feature Selection

Dataset Number of Labels | Number of Features | Number of Samples
CICIDS-2017 7 78 2,775,364
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Key Takeaways

* Development of a novel frequency-based ensemble feature selection framework,
Integrating multiple XAl techniques to improve feature ranking in network IDS.

* The study demonstrates that combining multiple XAl-based rankings enhances model
performance, providing a more reliable approach to feature selection for IDS
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